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FOREWORD FROM CHRIS POLYCHRON
2015 PRESIDENT OF THE NATIONAL ASSOCIATION OF REALTORS®

One of my favorite things about the real estate industry is you, the REALTOR".
Our national association has over one million members, as well as affiliations
with over 80 countries worldwide. No doubt about it, the REALTOR® family is a
global community. I often talk about the REALTOR® family, but I've been thinking
a lot lately about what that means. Why is our family so great? Or what makes us
different from other industries? Are we really that special?

I believe we are. And, I think it's because REALTORS® come from everywhere and
from every walk of life. Think about that for a second. We're often told when we're
young that we can do anything—that when we grow up, we can BE anything. But,
how many of us wanted to be a REALTOR® when we were children?

The truth is, we all became REALTORS’ very gradually, because of who we are and
how our lives shaped us. We developed a devotion to the simple American dream
of owning where you live. Along the way, we discovered that we like helping people.
We like the feeling we get when we guide someone new through a place they could
call their own. And we realized we love our communities. What's the neighborhood
like? Ask a REALTOR’. Good place to raise a family? Ask a REALTOR?". Can this
house become our dream home? Ask a REALTOR".

All of this comes at a cost, however. To the many homebuyers and American
Dream-ers out there, we are the shoulder they lean on during one of the biggest
decisions of their lives. To the twisted few who want to harm others, however, we
are public figures and easy targets.

That is the reality we have to live with. But, it is not the reality we should submit
to. With this new course, my hope is that we usher in a new era of safety in the
REALTOR’ profession—that we are not just safe, but we are “REALTOR® Safe”

This course is meant to be universal. Every association can and should make this
course part of their training calendar. Within these pages, you'll find the most
comprehensive look at safety the REALTOR® profession has ever known.

Finally, I want to express my eternal thanks to each and every person who has
helped make this training course possible. It has been an honor to see so much
hard work turn the tragedy of Beverly Carter’s death in 2014 into a source of
hope for the future. This course, and all of our safety efforts, are dedicated to her
memory.

Just like becoming a REALTOR® was a life-long process, our road to safety will meet
bumps, turns, and roadblocks. But, the journey will never stop. The REALTOR®
family sticks together and we always look out for one another.

Stay safe.
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COURSE GOAL

The goal of this course is to instill safety awareness and habits as second nature
so that real estate professionals—as well as their clients and customers—know
how to avert or respond to dangerous situations and avoid harm as they practice
their profession.

LEARNING OBJECTIVES

>

>

Motivate real estate professionals to realize their exposure to risks.

Follow safety best practices when showing property, conducting an open
house, working in the office, and driving alone or with clients or customers.

Learn how to quickly assess a potentially dangerous situation and take
appropriate action.

Safeguard your own and your clients’ personal data, as well as practice
prudent use of social media and mobile phone technology.

Encourage all agents and employees to follow safety best practices and
company safety policies.

COURSE STRUCTURE
MODULE 1:

REAL ESTATE: A HIGH-RISK BUSINESS?

MODULE 2:

SAFETY SYSTEMS TO LIMIT RISK

MODULE 3:

YOU-YOUR FIRST LINE OF DEFENSE

MODULE 4:

WILD WILD WEB

MODULE 5:

OUR COMPANY SAFETY SYSTEM

RESOURCES

vii



SAFETY SELF-ASSESSMENT

Do I avoid wearing a valuable wristwatch or jewelry

on the job? | Yes H No

2. When showing property or sitting an open house, do I Y aN
park my car at the curb where it cannot be blocked in? s ©

3. Am I physically fit enough to run for a city block or O Yes O No
fight off an assault?

4. Do I'keep separate Faceboolf pages (or other social O Yes O No
media) for personal and business?

5. Does most of my business come from referrals from O Yes O No
people I know?

6. DolIshow properties only during daylight hours? U Yes U No

7. Do Itake a colleague or buddy along when entering a O Yes O No
vacant property?

8. . . .
DoIhave a code‘ word or distress signal set up with O Yes O No
my office or family?

[0 1 .

). Dolinform seller.s about sFeps to take to keep their O Yes O No
property safe during showings and open houses?

10. Do I ask prospects to meet at the office or a public
location for the first time before showing them U Yes U No
properties?

1. DoIask prospects to fill out an identification form
and photocopy their driver’s licenses or IDs? H Yes L No

12. Do I have a safety app loaded on my smartphone? U Yes U No

HOW MANY “YES” BOXES DID YOU CHECK?

10-12: Congratulations! You are safety conscious.

7-9: You are usually safety conscious, but not all the time

4-6: There’s room for improvement

5 OR FEWER: You are taking some major risks.
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Make an investment in yourself,
your career, and your industry.

Commitment to Excellence is a program that empowers you
to enhance and showcase your high levels of professionalism,

providing you an advantage in our highly competitive market.

It’s a program that enables a self-directed experience and
offers engaging ways to continue to learn and grow. It’s not a
designation or a course, and it’s not a requirement. Thousands
of REALTORS® have already started their C2EX journey and are
leveraging their learnings. If you haven’t signed up, get started
today. Don’t miss this opportunity to gain market advantage for

yourself and stand out among your competition!

Learn more and get started at C2EX.realtor.

COMMITMENT TO EXCELLENCE

Proud to be

NATIONAL ASSOGIATION of REALTORS®

COMMITMENT TO EXCELLENCE

endorsed!

NATIONAL
ASSOCIATION of
. REALTORS®

REALTOR
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Real Estate: A quh Risk Busmess

A HIGH-RISK BUSINESS?

The most recent statistical compilation by the U.S. Bureau of Labor stated that 69
real estate professionals met with fatal injuries; a group that includes lessors of real
estate, offices of real estate agents and brokers, and property managers. An even
more alarming statistic is the number of homicides—10 real estate professionals.’

Not reflected in these statistics are the numerous incidents that are never reported,
like stalking, pilfering from open houses and property showings, hacking into
websites and client data, and harassing phone calls. In perspective, the number of
incidents represents an infinitesimally small percentage of the thousands of daily
interactions between real estate professionals and their clients and customers. But
when someone is grievously harmed on the job, wherever the incident happens,
the entire community of real estate professionals suffers. You can probably recall
incidents from your own experience or front page news.

The purpose of talking about crimes against other real estate professionals and citing
harsh statistics is not to frighten you or make you feel bad. The purpose is to raise
your awareness of risks involved in the practice of real estate for you and your clients.

1 “Fatal occupational injuries resulting from transportation incidents and homicides, all United States, 2017, U.S.
Department of Labor, Bureau of Labor Statistics, www.bls.gov/iif/oshwc/cfoi/cftb0314.htm.




Safety Matters: Safe Business = Smart Business

WHEN, WHY, HOW?

A safety research study found the following commonalties among reported crimes
involving real estate professionals: Crimes occurred most frequently on Tuesday
and Thursday, least frequently on Sunday and during daylight hours.

>

>

About one in three crime victims were men.
Crimes that start out as robberies often progress to murder or sexual assault.
Guns were the most frequently used weapon followed by physical force.

The majority of attacks occurred in the suburbs and rural areas, not major
metro areas.

WHY IS REAL ESTATE RISKY?

>

PROJECTING AN IMAGE OF SUCCESS

Real estate professionals work hard to earn the rewards of success. However,
dressing fashionably, driving a nice car, and wearing a status wristwatch or
expensive jewelry create the impression that real estate professionals are
wealthy and a good mark for robbery. In fact, most crimes against real estate
professionals start as robberies but lead to more serious situations.

MEETING UNKNOWN PROSPECTS AT PROPERTIES

In the eagerness to make a sale, many real estate agents meet prospective
buyers at properties without taking time to meet them at the office first.
Would-be assailants know that real estate is a very competitive business
and real estate agents hesitate to pass up the chance to sell a property. And,
unlike other professionals who never leave their offices to meet with clients,
real estate professionals usually go to their clients. A predator who has been
watching a particular sales agent can easily locate a home for sale, call the
office, and ask the agent to meet at the home. A typical ruse might be, “I'm a
cash buyer and only in town for the day”

WORKING AT UNFAMILIAR PROPERTIES AND AT ODD HOURS

Unlike traditional 9 to 5 jobs where workers go to the same workplace every
day, real estate agents may work at unfamiliar properties. Plus real estate
business happens on the time schedules of clients and customers who often
want to look at properties on weekends and after work.

SITTING OPEN HOUSES ALONE

An open house presents risks for both the real estate agent and the seller.
Anyone can walk through the door of an open house and there is no
opportunity to screen visitors. It’s difficult to keep track of how many visitors
are in the house.

2 2011 REALTOR' Safety Report, a joint study by MOBY, S.AFE., and AGBeat, http://agbeat.com/ housing-news/real-
tor-safety-report-2011-violence-against-realtors-on-the-rise.




Module I: Real Estate: A High-Risk Business

ENTERING VACANT PROPERTIES

Foreclosed, vacant properties can be havens for squatters and criminal
activity. In addition, unmaintained properties are prone to all sorts of injury
hazards, from exposed wiring to wildlife taking up residence.

DRIVING WITH STRANGERS AND MULTITASKING IN CARS

Real estate professionals tend to spend lot of time in their cars. For many
agents, chauffeuring prospects, often strangers, to property showings is
common practice. Furthermore, multitasking drivers—those making phone
calls, texting, taking notes, jotting down reminders—tend to be distracted
drivers.

MARKETING PUTS AGENTS IN THE PUBLIC EYE

Real estate business relies on marketing, but all the ways that real estate
professionals market their services puts them in the public eye. Marketing
efforts meant to invite contact from prospects can also attract the attention
of predators who troll the Internet looking for their next victims. Marketing
materials featuring glamour photos, provocative clothing, and alluring poses
cross the line to exposure and send the wrong message to criminals. There
are documented cases of criminals actually marking photos of their would-be
victims in advertisements.

OFFERING MULTIPLE WAYS TO MAKE CONTACT

Most real estate professionals provide a variety of ways for prospects to make
contact. This essential business practice also opens the way for people with
bad intentions to make contact or hack into vulnerable business websites
and emails.

HANDLING CLIENT'S PERSONAL INFORMATION

In the course of handling transactions, real estate professionals collect a lot
of information, including financial records, about their clients. Furthermore,
transaction details happen increasingly online with client data transmitted
and stored online “in the cloud” which may be vulnerable to hackers.

BELIEVING THEY ARE NOT AT RISK

Sometimes lack of awareness puts real estate professionals at risk. In
seemingly benign environments, like small towns or quiet suburbs,
complacency about risks can diminish caution. Unfortunately, it may take an
extreme incident, with news coverage, to raise awareness of vulnerability. On
the other hand, real estate professionals may realize there are safety issues,
but don’t know what to do about them.



Safety Matters: Safe Business = Smart Business

WHAT DO OTHER REAL ESTATE PROFESSIONALS SAY?

HAVE FELT THREATENED ON THE JOB HAVE BEEN THE VICTIM OF A CRIME
WHILE ON THE JOB

AAAAAAAAAA
AAAAAAAAAA
AAAAAAAAAAL
AAAAAAAAAA
AAAAAAAAAA
AAAAAAAAAA
AAAAAAAAAA
AAAAAAAAAA
AAAAAAAAAAN

94% Have never been a crime victim
Common situations that caused fear: open 2% Victim of a robbery

houses, vacant homes, model homes, unlocked 2% Victim of identity theft
or unsecured properties, properties in remote 1% Victim of an assault

areas. 1% prefer not to say

HAVE EXPERIENCED A SITUATION THAT CAUSED FEAR FOR PERSONAL SAFETY
OR SAFETY OF PERSONAL INFORMATION

Suburban 35%

Rural 33%

Metro/Urban 32%

Small Town 29%

MORE WOMEN THAN MEN HAVE EXPERIENCED A SITUATION THAT CAUSED THEM
TO FEAR FOR THEIR SAFETY.

Men Women



Module I: Real Estate: A High-Risk Business

42% of members use a smartphone safety app to track whereabouts and alert

colleagues in case of an emergency. Go to www.nar.realtor/safety/ safety-resources-

for-nar-members for updates.

iPhone Find My Phone
Forewarn

GPS Phone Track for Android
Glympse

GuardLama

Homesnap Pro

Life 360

LifelineResponse
PeopleSmart

VVVVVVYYVYYVY

VVVVVYYVYYVYY

PROtect

SafeShowings

See Something Send Something
SentriSmart Mobile App

Real Alert

Real Safe

bSafe

TrustStamp

Have taken a self-defense course 39% 49%
Participated in a REALTOR® safety course | 23% 14%
Carries a self-defense weapon 45% 40%

DO REAL ESTATE PROFESSIONALS CARRY SELF-DEFENSE WEAPONS?

Women are more likely to carry pepper spray. Men are more likely to carry a firearm

or pocket knife.

THE MOST COMMON TYPES OF WEAPONS ARE:

Pepper spray 24% 4%
Firearm 12% 19%
Pocket knife 6% 9%
Taser 2% 7%
Baton/club 2% 4%
Battery operated noisemaker | 4% 1%

(¢, ]


http://www.nar.realtor/safety/ safety-resources-for-nar-members
http://www.nar.realtor/safety/ safety-resources-for-nar-members

Safety Matters: Safe Business = Smart Business

REAL ESTATE BROKERAGE HAS STANDARD PROCEDURES FOR AGENT SAFETY.

REAL ESTATE OFFICE HAS STANDARD PROCEDURES FOR SAFEGUARDING AND
PROPER DISPOSAL OF CLIENT DATA AND CLIENT INFORMATION.

Don't know
20%

Statistics on these two pages are from the National Association of REALTORS® 2018
Member Safety Report. Download a copy of the report at www.nar.realtor/2018-
member-safety-report.




Module I: Real Estate: A High-Risk Business

PRACTITIONER PERSPECTIVE:
SMARTER BUSINESS IS SAFER BUSINESS

J PHILIP FARANDA

J Philip Real Estate
Briarcliff Manor, New York
www.jphilip.com
iphilip@jphilip.com

INHERENT RISKS

We make it so easy for people to harm us. We have a mentality that if we don’t rush
out to meet buyers alone in a vacant house, they’ll go to the competition. I'd rather
have them go to the competition. Smarter business is safer business and prevention
is better than a cure.

EVEN VETERANS TAKE RISKS

People think new agents are more vulnerable, but new agents haven't been trained
in bad habits and don’t know the “wrong” way yet. I've seen veterans lulled into a
false sense of security. Their attitude: this is how we've always done things. No one
expects to be attacked or harmed.

YOUNG, FIT, AND STRONG IS NO PROTECTION

When I was in my twenties, I listed a house for an ex-cop. I had no personal security
worries about this client. During a meeting at his house, we were discussing a
problem and he became angry. He got more agitated and started pounding his fists
on the table. His face was bright red and his temples were pulsing. I got up to leave.
He took a swing at me, which took me by surprise. Then he kept hitting me.

People who are strong, fit, and young can be injured when attackers have the
element of surprise. A colleague, who has a black belt in tae kwan do, was attacked
in his office by a contractor. He was beaten so badly that he needed eye surgery. It
was a surprise attack and he was hit from behind. Imagine what could happen if
you'e not strong, fit, and young. We need to change how we meet strangers in this
business.

WE NEED NEW INDUSTRY HABITS

> Train the public so they don’t expect us to meet strangers in vacant
properties. Every brokerage should require prospective clients to visit the
office first.

> Better screening. If youre going to get in my car, I need a photo ID and a pre-
approval letter from a lender or proof of funds.

»  Work more in teams.

> Stop being sitting ducks at open houses.
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Safety Systems to Limit Rlsk

SAFETY: AN ESSENTIAL BUSINESS SYSTEM

Think about the systems you use in your real estate business. You probably have
systems in place for prospecting, handling referrals, working your spheres of
influence, managing client contact lists, planning your work day, and others.
Experienced real estate professionals know that success depends on development
and consistent application of business systems. Yet few think of on-the-job safety as
an essential business system.

For some, adapting a safety system may seem like a new way of doing business.
Other real estate professionals have been following safety precautions but never
took the time to think of safety as a business system. Others just don’t think they
are at risk.

Does this sound familiar? A prospective buyer calls a real estate office to look at
alisting. The agent, hungry for business, pops up from the desk and rushes out to
show the property without taking time to qualify the prospect or consider the risks.

When we imagine good things happening—getting a listing, making a deal, earning
a large commission check—we tend to discount the negative possibilities and take
risks, large and small. Our optimistic subconscious weighs the risks and says, “Not
me. Not this time.” or “Who would want to harm me?”

Safety systems, like the checklists presented in this chapter, remind us to apply
precautions consistently and make safety an essential part of our business practice.



Safety Matters: Safe Business = Smart Business

A SPECIAL MESSAGE FOR MEN

Men may underestimate the possibility of becoming crime victims, believing
gender, physical strength, or machismo shields them from risky situations. Yet,
in real estate, one in three crime victims are men. Furthermore, when men don't
take safety steps they make it more difficult for women to apply precautions as a
consistent business practice. Setting the expectations for safety is good business
even when you don'’t feel personally at risk. Ignoring safety precautions can put
the women in your professional and personal life at risk.

SAFETY SYSTEMS = PROFESSIONALISM

Applied consistently, safety systems, such as meeting with prospective buyers at
the office first and asking them to fill out identification forms, demonstrate your
professionalism. Prospective clients will appreciate and respect you for taking steps
to ensure everyone's safety and they will notice those who take no precautions.

YOUR SMARTPHONE-YOUR PERSONAL SAFETY TOOL

This chapter looks at safety strategies in day-to-day real estate practice like
showing property, sitting an open house, working in the office, and driving. In
each of these situations, you can make your smartphone a very effective tool in
you safety arsenal. Downloadable apps can find your location, send alerts, sound
alarms, send distress messages, snap and share photos, and surveil properties.
Safety apps turn your smartphone into a personal safety tool.

> GPS TRACKING
Tracking apps provide real-time information on your location and
movements. If a situation turns dangerous, a tracking app combined with an
alert send the message, “I need help and here’s where I am.”

> SMS
Your smartphone probably came with an SMS (an acronym for short
messaging service) app for sending and receiving text messages. Use the
SMS app to check in regularly with the office, friends, or family, to provide
updates, and to send coded distress or all-clear signals.

> ALERTS AND ALARMS
Alert apps let you set a time frame, with a countdown, for activities like
showing a property, walking to your car in a parking lot, or driving to an
appointment. When the countdown finishes you can confirm your safety
or extend the countdown. If you don’t confirm our safety, the app notifies
designated contacts—by SMS, email, or social media—and provides your
GPS location. Various apps provide features like a panic or SOS button to
send a silent signal, start shooting video or snapshots when an alarm is
triggered, or send a silent alert when the power button is pressed repeatedly
or when the user shakes the phone. Alarms, like a continuous loop of sirens
or screaming, attract the attention of those nearby if it'’s not possible to yell
for help.

10



Module 2: Safety Systems to Limit Risk

» PHOTO SHARING
Photo sharing apps let you snap a photo—like a prospect’s license plate—and
automatically send it to the office, a photo sharing site, or social media.

>  SURVEILLANCE
Monitoring apps connect a smartphone to home security devices, like
webcams and motion detectors, to keep a watch on empty properties. The
apps can sound an alert in case of break-in and store video or snapshots
of activity. When sitting an open house, you can use your smartphone to
connect with webcams to monitor the entrance and keep an eye on visitors.
Surveillance and recording must comply with state laws and disclosures.

> CALL BLOCKERS
When caller ID is blocked on an incoming call, unblocking apps can reveal
the source of the call and help alert you to suspicious calls.

DO YOU KNOW THE CALLER?

Even with the advantage of caller ID, you can be tricked into a conversation
with someone you don't know. Scammers feed off of your reactions in order

to engage you and ferret out information. For example, a caller could claim to
know you, or to have looked at property with you. Listen to your instincts. If you
don’t remember the caller it is probably because you have never met. You could
say something like, “We must have met at the open house on [a fictitious name]
Street”” If callers say yes, end the conversation, because they are not who they
claim to be.

Download an app to see the caller ID even when the call is blocked. Check apps
like Ascentis Caller ID, CallClerk, Hiya, NumBuster, ShowCaller, TrueCaller, and
WhosCall.*

*Note: App suggestions are not recommendations or endorsements.
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SMARTPHONE SAFETY CHECKLIST

Download safety apps.

Carry your phone with you.

Keep the battery fully charged.

Program emergency numbers for alerts.

Set up a distress or alert signal that your emergency contacts will recognize.
Inform the office, your family, and co-workers of what to do in case of an alert.
Check signal strength at the location.

Advise the office of your location.

Provide the name and phone number of the client you are meeting.

Ask the office to call you on a regular schedule if you don’t call in.

Take a picture of the prospect’s license plate and send it to your office.
Program your phone to you call back, so you can simulate a conversation.
Use the hands-free mode while driving.

Avoid texting, taking notes, doing paperwork, or reading while driving.

g aaaogaogoaooaogaogaogaogagaaaaaa

What else could you add to the list?

SENTRISMART™ AGENT SAFETY APP

SentriLock, NAR’s official lockbox solution, offers SentriSmart™ mobile app users a
safety feature called Agent Safety. When an agent accesses a SentriLock lockbox,
the app asks the agent to confirm their safety. If the agent doesn’t respond, the app
sends a message with location to a designated emergency contact. To access the
safety feature, users can visit Settings in the SentriSmart™ Mobile App, turn on the
service, and designate emergency contacts.

PROPERTY-SHOWING SAFETY

Property showings may be the riskiest aspect of real estate practice for personal
safety because they can bring you face-to-face with a would-be assailant. Following
safety best practices, however, gives you the advantage. Precautions put you in
control of the interaction, give you time to listen to your instincts, and provide
opportunities to trip up and expose a phony prospect.

Your number one safety precaution should be to practice CITO—Come Into
The Office—and never meet a stranger at a property. First meetings should take
place in the real estate office or a public location with many witnesses. Ask the
prospect to complete a Prospect Identification Form (see page 15) and provide

12



Module 2: Safety Systems to Limit Risk

identification like a driver’s license. Photocopy the ID and attach it to the form.
Away from the office, use your smartphone to snap a photo of the prospect’s ID and
send it to the office. People are accustomed to providing identification at the start
of a business transaction, but some may resist because they feel that it collects too
much personal data. Explain that it is standard office policy for the safety of both
the prospect and the firm’s agents. State that everyone is asked to complete the
same form, which stays in the office, and provide ID. Criminals want to avoid the
possibility of someone else being able to identify them, so introduce the prospect
to someone else in the office. If a prospect refuses to follow your safety process,
pressures you, leaves or breaks off contact, you may have avoided a bad situation.

SAFETY MATERIALS AT NAR.REALTOR

Go to NAR’'s REALTOR’ Safety web page for pre-designed safety forms that you
can customize and use in your office.

www.nar.realtor/topics/realtor-safety/resources-for-associations-and-
brokerages

> Agent Identification Form
b Agent Itinerary

> Office Safety Action Plan
>

Prospect Identification Form

What if the first contact is by email? You should be wary of email contacts that
won't provide a full name. At minimum, you can check out an email prospect on
Google and social media or run a quick background check before meeting at the
office or a public location.

Knowledge of your whereabouts and who you are with provides a good line of
defense. Before leaving the office, make sure a colleague or your supervisor knows
what properties you plan to show. Or, take a showing buddy with you. Call or text
the office to confirm your arrival at each property. Ask for a call back if you don’t
call in within an expected time frame. You could also set the alarm app on your
phone for the time you think it will take to show the home. Some agents use their
smartphone to snap a picture of the prospect’s car and license plate and send it to
the office.

Showing properties after dark not only presents numerous risks, it’s not a very
effective way to show a property. If you must show a property after dark, turn on
all lights as you go through and don’t lower any shades or close curtains or blinds.
Advise your supervisor of the appointment time and ask a colleague, friend, or
family member to accompany you.

Lock your purse or brief case it in your car trunk before arriving at an appointment.
Park your car at the curb for a quick getaway, not in the driveway where you can

be blocked in. Carry only the essentials—your phone and car keys—and keep one
hand free. If the key fob for your car keys can sound the car alarm, you can use it to

13
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signal that you are in danger. If you are wearing high heels, change to flat-heeled
shoes that you can run in. And, it’s a good idea to avoid loose fitting clothes and
scarves that an attacker can grab.

Never turn your back to a prospect when showing a property. Let the prospects walk
in front of you and direct them from behind. For example, “the den is to your right.”
Avoid going into basements, attics, walk-in closets, and small confined spaces.

A spoken or texted distress code can provide a way out of a threatening situation.
A distress code is a secret word or phrase that can be worked into any conversation
to signal danger. For example, you could call the office and say something like, “Hi,
this is Jennifer. I'm with Mr. Henderson at the Elm Street listing. Could you email
me the RED FILE?”

When the showing is complete, follow lockbox procedures to secure the property
and return the key to the lockbox. Ask the prospect to step outside while you check
that all of the doors are locked. Notify your office that the showing is complete and
state where you are going next.

For more tips on safe property showing, read the “Agent’s Property-Showing Safety
Checklist” on page 17.
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PROSPECT IDENTIFICATION FORM

This form is designed for your safety and security, as well as the safety of property
owners and our agents. We appreciate your consideration and cooperation in
supplying the requested information. All security information is kept confidential
and is not shared, sold, or used for solicitation purposes. Completed forms are kept
in this office.

INFORMATION MAY BE SUBJECT TO VERIFICATION

Agent Name: Date:

Your Name(s):

Home Address:

City: State: Z1P:

Home #: Work #: Mobile#:

Email:

U From out of town/area?

Local Address:

I/we can be reached at this location until:

Employer: Phone #:

Auto

Make/Model: Color:

Owner:

License Plate #: State:

PLEASE ATTACH A PHOTOCOPY OF DRIVER’S LICENSE OR PHOTO ID.



Safety Matters: Safe Business = Smart Business
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AGENT'S PROPERTY-SHOWING SAFETY CHECKLIST

O Check out prospects on Google, social | 0 Learn the house before your show it,

media or a background checking site. look for escape routes and obstacles like
fenced yards.

O Ask prospect to meet at your office or
in a public place. O Show the property in daylight.

O Askall prospects to fill out a customer | Park your car at the curb in front of the
identification form and provide ID. property, not the driveway.

O Photocopy a prospect’s driver’s 0 Take a photo of the prospect’s license
licenses. plate and send it to the office.

O Ask for a prequalification letter from O Call or text the office to let them know
lender, verify the letter’s authenticity. you have arrived, where you are, and

who you are with.
O Introduce prospects to the office

manager or a coworker. O Set the alarm app on your phone for the
time you think it will take to show the
O Sign out on the office tracking board. home.

O Leave a copy of your property-showing | [ = get the alert app on your phone for
itinerary at the office. quick emergency notifications.

O Wear a company identification badge | Keep at least one hand free.
and display your company name on

your car. O Before entering a vacant property,
) _ ) walk the perimeter to check for signs
O Dress professionally in business outfits, of squatters, break-ins, or other illegal
wear shoes that you can run in. activity.

0 Take a partner—another agent, friend, | ] FEollow lockbox procedures.
or family member—with you.

O Leave the front door unlocked for a
O Set up a distress code with the office, quick exit.

friends, or family.
O Walk behind the prospect as you view

O Make sure that co-workers, friends, or the property, don’t turn your back.
family who receive an alert know what
to do. O Keep prospects together.

O Lock your purse or briefcase in 0 Stay close to the entrances of rooms and
your car trunk before arriving at an avoid going into cellars, attics, walk-in
appointment. closets, and other “dead-end” rooms.

O Remind your clients to remove or lock | 0 What else could you add to the list?
away keys, credit cards, mail, bills,
family photos, firearms, drugs, jewelry,
fine crystal, furs, and other valuables
and secure pets.




Safety Matters: Safe Business = Smart Business
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Module 2: Safety Systems to Limit Risk

PRACTITIONER PERSPECTIVE: SCREENING STRATEGIES

TAMARA SUMINSKI, ABR®, CRS, EPRO", GRI, RENE, SRS
Beach Real Estate Group

Manhattan Beach, California
www.beachrealestategroup.com

homes@tamarasuminski.com

PASSING THE TEST
Before I'll even consider meeting someone, they have to pass my tests.

»
»
»
»

Are you pre-qualified? When were you pre-approved?
Have you seen other houses? When was the last time?
Who is your agent

Have you made any offers?

The answers give me a sense of how motivated prospects are. Few make the cut.
Savvy consumers ready to buy usually are working with someone.

WeTe running a business. Yes, every call is an opportunity, but if I run out to meet
every person, I waste time. There are better uses of my time, like working for
current clients and keeping in touch with my sphere of influence.

SIZING UP RANDOM CALLERS

You sense that crazy urgency. Some prospects may be legitimate and it’s important
to be able to differentiate among those callers. But I'm not going to meet someone
alone at a house just because a person sounds good over the phone. Someone

may say, 1 don’t want to come to the office.” I tell people that we have to have a
consultation before we look at houses. I have met prospects at coffee shops for
consultations. If all else fails, I take a showing buddy. Most importantly, I know that
I am making an exception to my showing standard, so I need to compensate with
best safety practices.

MANAGING THE “LADIES FIRST"” MENTALITY

No one needs to be “toured” through a house. We need to walk behind people
and guide them and measure their reactions to the house. I say, “I want to let you
experience the rooms first” Most accept that. If they don’t, I just insist.

STAY SAFE ON-THE-JOB

> Keep mobile devices charged.

> Have a buddy for open houses. If prospects won't sign in, they don’t get into
the house.
Scan your surroundings and know how to get away.
Don't park in driveways. You can get blocked in.
Check in and let someone know where youre going and who you're meeting.
When a “siren” goes off, trust your gut.

vVvyyvyy
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Safety Matters: Safe Business = Smart Business

EXERCISE: SAFETY SYSTEM SCRIPTS

HOW WOULD YOU RESPOND TO THESE QUESTIONS AND COMMENTS FROM
PROSPECTIVE BUYERS?

PROSPECTIVE BUYER ON THE PHONE: “WE’RE PARKED IN FRONT OF A HOUSE YOU
HAVE FOR SALE. CAN YOU MEET US HERE?”

PROSPECTIVE BUYER ON THE PHONE: “WHY DO I NEED TO COME TO YOUR
OFFICE FIRST?

PROSPECTIVE BUYER VIA EMAIL: “WE SAW THE HOME ONLINE AND ALREADY
KNOW IT’S THE ONE FOR US. WE REALLY WANT TO WRITE AN OFFER ON THIS
PROPERTY BEFORE IT GOES UNDER CONTRACT. CAN YOU HELP US GET INTO THIS
PROPERTY OR NOT?”

PROSPECTIVE BUYER VIA EMAIL: “ I DON’T HAVE TIME TO MEET YOU AT YOUR
OFFICE AND IT’S OUT OF MY WAY. WHY CAN’T I JUST MEET YOU AT THE HOUSE?”

PROSPECTIVE BUYER AT AN OPEN HOUSE: “WHY DO YOU NEED TO SEE MY ID? I
HAVEN'T BEEN ASKED TO PROVIDE IDENTIFICATION AT OTHER OPEN HOUSES.”

PROSPECTIVE BUYER DURING A CONSULTATION SESSION AT THE OFFICE: “WHY DO
YOU NEED ALL OF THIS INFORMATION ABOUT US?”
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BUYER AT A PROPERTY SHOWING: “LET ME HOLD THE DOOR FOR YOU.”

BUYER DURING A PROPERTY SHOWING: “WHY ARE YOU CALLING YOUR OFFICE?”

PROPERTY-SHOWING SAFETY FOR SELLERS

Real estate professionals are not the only ones at risk during property showings—
so are sellers. Make safety awareness for sellers part of your listing presentation.
You can provide safety tips, and suggest steps the sellers can take to safeguard
belongings and personal information as well as reduce potential liability from
hazards. Describe the steps you take to screen and prequalify prospective buyers.
Sellers should realize that other agents may not take the same precautions to
weed out phony prospects with bad intentions. Talking about the seller’s safety—
something competitors may neglect to do—could be the deciding factor that wins
the listing, as well as prevents an unfortunate incident.

When you talk with sellers about staging the property for appeal also talk about
staging it for safety. A first step in making the property safe for showings may be
doing repairs and removing obstacles, such as uncluttering a stairway that could
cause a fall. The seller should make arrangements to secure or temporarily remove
pets during showings. If a prospective buyer suffers a fall or a dog bite, the owner is
liable.

Sellers should safeguard their belongings by locking away or removing valuables.
Items to remove or lock away include jewelry, furs, cash, small collectibles, luxury
crystal, iPods, tablets, cameras, small electronics, and extra keys for the house
and cars. Firearms, ammunition, weapons, and knives, including the kitchen knife
block, should be safely secured out of sight or removed. Prescription drug theft

is a growing problem. Drugs that have a street value, like antidepressants and
prescription pain relievers, can be pocketed and resold. In addition, the label can
reveal personal information about the occupants of the home. These precautions
are especially important if an open house is planned.

A seller might be surprised to know that a property showing could become an
opportunity for identify theft or for predators to target victims. For this reason,

it's important to safeguard personal information about the owner and family.
Lock up credit cards, bills, checkbooks, mail, and bank statements. Family photos,
particularly those of children, should be removed as should notes and family
schedules posted on the front of the refrigerator or a bulletin board.
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Another fact, perhaps surprising for homeowners, is that thieves can use virtual
tours to case a home from a smartphone or computer. Consequently, anything
that would be removed for a showing should be out of sight when photographing
and shooting the video tour. That includes large items, like valuable artwork,
computers, and gaming systems. If the item cannot be removed for filming, then
avoid capturing it on the video. Don’t photograph or video anything in children’s
rooms that show their names, like doors, personalized items, and bulletin boards.

As an extra precaution, the sellers might want to consider extra security
monitoring or surveillance while the property is on the market. And, placing a “Not
For Rent” sign in the window can prevent rental fraud, particularly if the home

is vacant.” It’s also a good idea to let the neighbors know that the home is on the
market and ask them to alert the owners or agent if they see any suspicious activity.

Immediately after a showing, the owners should do a walk-through of the home.
Check that doors and windows are locked and that nothing is missing or damaged.

Finally, warn owners—especially their children—not to show the property on
their own. Not every prospect or agent, for that matter, is who they claim to be. If
someone knocks on the door and wants to see the house, ask them to contact you
to arrange a showing. It’s always better to err on the side of caution.

KNOW THE AGENTS

Do you know every agent who practices in your market area? Take time to
identity brokers and agents who want to show one of your listings and ask for
lockbox codes. People aren’t always who they say they are and it would be easy
to pose as a real estate professional in order to gain entry to a home to case it
or steal.

SELLER'S PROPERTY-SHOWING CHECKLIST

0 Remove keys, credit cards, checks, and cash.*

O Lock up anything that contains personal information including letters
and bills, ID badges, address books, and family notes and schedules on the
refrigerator or a bulletin board.*

0 Remove or lock up valuables such as jewelry, furs, crystal, small electronics,
laptops, and valuable collectibles.*

0 Remove or lock up firearms and ammunition, knives, and other weapons
including knife blocks on kitchen counters.*

O Lock up prescription drugs.*
O Remove family photos, particularly of children.*

O Repair items like a loose banister and remove obstacles that could cause a fall.

3 Rental fraud is prevalent in some markets. Would-be renters are duped into signing a lease and paying a deposit for
a property that is for sale. The fraud is exposed when the unsuspecting renters show up to move into the home and
surprise the owner.
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0 Make arrangements to remove or secure pets during showings.

0O Consider extra security or monitoring for the period that the property is on
the market.

O After a showing, do a walk-through to check that doors and windows are
locked, no items are missing, and nothing has been damaged.

0 Don’t show the home on your own if prospects or another agent comes to
the door.

O Warn children not to open the door to strangers.

0 Place a “Not For Rent” sign in the window of a vacant property to prevent
rental fraud.

O Review homeowners insurance coverage.

00 What else could you add to this list?

*These items should be out of sight during photographing and filming for virtual tours posted on the
Internet.

OPEN HOUSE AND MODEL HOME SAFETY

Imagine sitting in your house with the front door unlocked and a sign posted saying
“Come on in,” while you wait for passersby to come through the door and take a
look around. Sounds crazy, doesn't it? Yet, that is what real estate professionals

do when they sit open houses and model homes. Neither open houses nor model
homes allow opportunity to screen prospects. Furthermore, model homes are
often isolated in new developments with few neighbors nearby. All of the safety
precautions for property showings apply to sitting open houses and model homes,
plus you can take some additional steps to keep yourself and the property safe. If
possible, another person should work with you at the home. But, even if you are on
your own, you can follow some simple safety precautions before, during, and after
an open house.

Inform local law enforcement of the event and ask for an extra patrol of the area.
If they have the time, patrols may be able to drive by a couple of times. You may
be able to hire off-duty officers to provide unobtrusive protection or surveillance
during the event and help with closing up.

As with any property showing, your office, family, or a friend should know where
you are and when you expect to close up and return to the office or home. Like
a scheduled property showing you should set up a distress signal as well as a
schedule of call-ins to your office or home, and program your phone for alerts.

Purses go in the trunk of your car before you leave your home or office, not when
you arrive at the open house. Carry only what you need—business items, phone,
and car keys. Leave expensive jewelry and watches and large sums of cash at home.
Remember to wear flat-heeled shoes that you can run in.
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The neighbors would probably like to know what is happening in their
neighborhood so take a few minutes to meet and inform them that the house is on
the market and you will be hosting an open house. Ask them to help by keeping an
eye on the property and contacting you if they see any suspicious activity.

When you enter an open-house property for the first time, take a few moments to
learn the house. Check each room for confined areas to avoid and determine at
least two escape routes for fast exit. Unlock the deadbolt locks for quick access to
the outside.

Check around the outside of the house too. For example, make sure that if you
were to exit by the back door, you could escape from the backyard. High fences

or dense shrubbery could present insurmountable obstacles. Check your mobile
phone’s strength and signal prior to the open house. When you pick a room to
wait in during the open house, choose the one with a strong phone signal and
easiest escape routes. Check that the basement and garage exits and other doors
are locked from the outside so that visitors can enter through only one door. Now
you are ready to begin. Don't allow anyone to enter until you have completed your
safety routine.

As visitors arrive, ask them to sign in and provide identification.” For model homes,
you could maintain a sign-in list, separate from the buyer registration list. At some
model homes, registering with the developer can cause agency representation
issues if the buyer already has a client relationship with a real estate agent.

Closing is a particularly vulnerable time for open-house events. For example,
sometimes criminals work in groups and, posing as visitors, show up near closing
time. One group member distracts the real estate agent while the others steal
drugs and valuables. When closing up, never assume that the home is vacant.
Lock the front door before you begin checking the house. Check the interior of

the house from the top floor to the bottom and back to the front locking the doors
behind you. Check the backyard and garage to make sure that no one is lurking
there. Even if you sit the open house alone, try to enlist some help for closing time.
Ask a colleague, friend, or family member to stop by at closing time to help you
check and secure the property. If another open-house event is going on in the
neighborhood, you could offer to team up with that agent so you both can close

up safely. In this case, quickly lock the front door and leave the property where you
are working and go to the other property. One agent can stay by the entrance while
the other checks the house and locks the deadbolts. When finished, go to the other
property and repeat the process.

If your car is not parked nearby, set an alert timer on your phone or make a phone
call as you walk. Assailants will be less willing to attack if you are mid conversation
with another person. Give your friends a call—they would love to hear about your
day.

For more ideas on safe open-house events, check out the Resources section of this
manual.

4 When you advertise the open house, state that identification will be required at the front door and video surveil-
lance will be in use.
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OPEN HOUSE AND MODEL HOME SAFETY CHECKLIST

O State in advertisements that O Sitin a room with a strong phone
identification will be required and signal.

surveillance will be in use.
O Start up the alert and alarm apps on

O Aska friend or colleague to sit the
your smartphone.

open house or model home with

you. O Establish a schedule for calls or
[ Be cautious when placing open alerts so that if you don’t check in,
house directional signs. Turn off your contact will call you.

the care and take the keys and

mobile phone with you for each O Ask visitors to complete a guest

register with full name, address,

sign. . .
8 phone number, email, and vehicle
O Lock your purse in your car trunk information.
before arriving at the open house
location. O Throughout open house and model

(0 Park at the curb so your car cannot hom'e hours, be ?lert to visitors
be blocked comings and goings.

0 Keep a hand free--carry only non- | Consider hiring a security officer for
valuable business items. the open-house event.

0 Keep your phone and car keys with a

all ti If the home has a security system,
you at all times.

know how to trigger a remote
O Check mobile phone’s signal notification of distress.

strength prior to the open house.
. AFTER
O Inform neighbors of the open-
house event and ask them to alert | (] [nform the office, friend, or family
you of suspicious activity. when you begin closing; set an alert

O Check the rooms for dead ends countdown or check-in time.

and small spaces.
O Lock front door before you do the

O Position webcams, start up security check of all doors and

surveillance app.

windows.
0 Determine at least two escape
routes from the property. O At close-up time, check the interior
O Check the outside for escape route ?li;lzl‘:)};{)t 1slse prior to locking
obstacles—fences, shrubbery, )
ponds. O Work from the top floor to the
O Unlock all deadbolt locks for easy bottom, back of the house to the
access to the outside. front, locking the deadbolts behind
0 Lock other entrances so there is you.

only one entry point. (3 Check the backyard and garage.

O Do not allow visitors to enter
before you have completed your
safety checks

(0 What else could you add to this list?
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SHOWING VACANT PROPERTIES

Vacant and foreclosed properties present distinct hazards for property showings.
Unfortunately, vacant properties may become hangouts for squatters, drug users,
gang activity, meth labs, and even the former owner.

Learn the house before your show it. Start by walking the perimeter of the property
and checking for signs of break-ins. Tipoffs include open or kicked-in doors or
windows, extension cords running from a window to a neighboring property, boxes
or wooden pallets placed under a window for access, graffiti, and takeout food
wrappers and containers. Call police if you suspect someone is in the property.

What should you do if you encounter a squatter inside the property? Say as little
as possible and don't spend time explaining why you are there. Leave immediately.
When you get to your car, drive away and call police when you are a safe distance
away. Let the police deal with trespassers.

Lenders are still dealing with a backlog of foreclosed properties and may lack the
manpower to go ahead with evicting former owners. If you find yourself face-to-
face with an angry former homeowner, don't try to explain the need to move out
because the lender now owns the property. Apologize for the disturbance, get in
your car, and drive away immediately. Call the lender, asset management company,
or listing agent and explain what happened.

If you think it may be some time before a property sells (and you may, be showing
it often), get acquainted with a few of the immediate neighbors and provide your

business card. Everyone will be more comfortable if you are a familiar face in the

neighborhood.

Commercial properties are often vacant and may invite some of the same problems
as vacant and foreclosed homes. Try to schedule showings of vacant commercial
sites during daylight hours. An after-dark showing is risky and probably ineffective
if the electricity is not on in the space. Plus, thick walls and remote locations may
interfere with mobile phone reception.

LISTING APPOINTMENT SAFETY

Listing appointments offer less risk than property showings because they

allow more opportunity for investigating the caller and property. But a listing
appointment can still be used as a lure or you could find yourself in the midst of a
hostile situation.

Start by asking who referred the caller or how they found out about you

and decided to contact you. Ask about the ownership of the property and
circumstances of the sale. Before you go, check tax and deed records to confirm
that the person who called is the owner. Do a background check on the caller and
check out the history of the property as well as its location and neighborhood. Is it
in an isolated place or a dangerous neighborhood?

5 When describing a listing, never say that a property is vacant. It's an invitation to criminals.
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As with property showings, always let someone know where you are going and
when you will be back. Leave the name and phone number of the prospect you are
meeting and schedule a time for a check-in. Schedule the appointment at a time
when someone can go with you. It’s an excellent opportunity to take a trainee along.

If you arrive at an appointment and it doesn't feel right, leave immediately. Red
flags might include flirting and intrusive questions about you and your personal
life, or someone other than the caller who set up the appointment meeting you at
the property.

You could say that you left something behind at the office and head for the door.
Get in your car and drive away immediately.

FIND ME NOW

GPS-enabled tracking devices, including GPS-enabled jewelry, providea discreet
way for you to let someone know exactly where you are without making a phone
call. For suggestions on a wearable solutions, go to www.nar.realtor/topics/
realtor-safety/safety-resources.*

*Product suggestion is not an endorsement or recommendation by the National Association of
REALTORS".

LISTING APPOINTMENT SAFETY CHECKLIST

Ask how the seller found your company and you
Verify the address and location of the property.
Verify if the caller is the owner of the property.
Subscribe to a background check website.

Do a background check on the caller.

a
a
a
a
a
a

Check out the history of the property (foreclosed? vacant? previously listed?
FSBO?).

O Check out the location and neighborhood (is it in an isolated place? a
dangerous neighborhood?).

a

Take a colleague with you.

a

Let your office, family, or a friend know where you are going and who you
are meeting.

Set your smartphone to send an alert or alarm.
When touring the property, always let the owner walk in front of you.

Avoid going into attics, basements, walk-in closets, or small dead-end spaces.

Q a a a

What else could you add to this list?
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PRACTITIONER PERSPECTIVE: IN THE PUBLIC EYE

MEAGAN LUCE, SRS
Century 21 Northland
Traverse City, Michigan
SoldByMeagan.com
meagan@meaganluce.com

IN THE PUBLIC EYE

We really put ourselves out there because being recognized is part of our
marketing. We have our photos on business cards and signs, people can find out
where we went to school, who our family is, and how to reach us. Because we're so
visible, we need to be extra cautious about how we conduct business.

Someone posing as a paramedic called one of our agents in the middle of the night
and told her that her sister had been in an accident and that he was with her. He
knew the agent’s name, the sister’s name, and their home towns. He then described
the horrible things—sexual violence—he was planning to do to her. The agent
called the police. When they went to the sister’s apartment, she was home and just
fine. That same night, the guy called another agent and me, but I didn’t pick up the
phone. The caller had done extensive research on his victims and knew all sorts of
personal information, like parents’ names, siblings’ names, and where they lived.
It’s available online.

ASK QUESTIONS

Many buyers say they don’t want to waste time at the office. They just want to meet
at the house. Ask questions to weed out dangerous people. Are you pre-approved?
With whom? Are you working with an agent? Buyers should be able to answer some
basic questions.

TOOLS AND STRATEGIES

There are things we can do to stay safe, but many, especially new agents looking for
clients, don't take the time. I was recently nervous about a listing appointment so

I told my assistant exactly where I'd be and asked her to call every 20 minutes to
check on me.

THERE ARE A LOT OF TOOLS AND STRATEGIES THAT WE CAN USE TO REDUCE RISKS:

If youre nervous, take someone along to a meeting,
Let clients enter the house and rooms first.

Carry mace or a firearm, if youre comfortable handling them.

vV vV v v

Use phone safety apps that dial 911 for you.
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10-SECOND SAFETY SCAN

People can find themselves in dangerous situations simply because they weren't
paying attention. Whenever you arrive at a property, step out of your car, approach
and enter, follow this 10-second safety scan to observe your surroundings. Make it
part of your daily routine.

TAKE 2 SECONDS WHEN YOU ARRIVE AT YOUR DESTINATION

> Isyour car parked in a well-lit, visible location?
> Can your car be blocked in the driveway?

> Is there any questionable activity in the area?

TAKE 2 SECONDS AS YOU STEP OUT OF YOUR CAR

> Are there suspicious people around?

» Do you know exactly where youre going?

TAKE 2 SECONDS AS YOU WALK TOWARD THE PROPERTY
> Are people coming and going?
> Is the area unusually quiet?

» Do you observe any obstacles or hiding places in the parking lot or along
the street?

» Is anyone loitering in the area?

TAKE 2 SECONDS AT THE DOOR

» Do you have an uneasy feeling as youre walking in?
Is someone following you in?
Take 2 seconds as soon as you enter your destination

Does anything seem out of place?

vV v v Vv

Is anyone present who shouldn’t be there?

*Adapted from “What You Can Do About Safety; REALTOR® Magazine, September 2000, courtesy of
Night Owl/Vector Security, Landover, Maryland.
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OFFICE SAFETY

Does your office feel like your home away from home? How could such a familiar
environment present risks? Do you:

>

>

| 2

Work alone late in the evening, early in the morning, on weekends or on
holidays?

Meet unknown prospects there when no one else is around?

Carry large sums of cash to the bank on your own?

USE THESE PRECAUTIONS TO PROTECT YOUR OFFICE PREMISES, BUSINESS AND
PERSONAL PROPERTY, AND THE WELL-BEING OF YOUR COLLEAGUES.

a
a

Get to know workers in other nearby businesses and be aware of their schedules

Lock doors other than the main entrance and keep a clear exit route from the
reception desk to the door

Keep windows unobstructed so that passersby can see in

In large companies, require visitors to sign in and wear a visitor badge—a simple
stick-on name tag will do

When visitors arrive, the person with whom they have an appointment should
escort them from reception and to the meeting area

Maintain an agent sign-in/sign-out board and ask agents to leave a property-
showing itinerary at the office

Keep an up-to-date list ( for use by managers and supervisors only) of agents’
emergency contact information as well as make, model, and license plate
numbers of vehicles

If you encounter an individual while working alone, indicate that you are not
alone. Say something like, “My supervisor will be right with you”

Don't discuss where you live or after-work or vacation plans within earshot
of visitors, temporary or new coworkers, or anyone else who makes you feel
uncomfortable

Don't leave purses, wallets, or small electronic on desks or tucked behind
counters

Keep file cabinets locked

Lock up business letterhead, business cards, checkbooks, invoices, and business
forms

Inventory and mark business equipment for easy identification in case of theft or
damage

Lock up AV equipment when not in use

Secure spare and master keys in locked cabinets

6 Adapted from NAR's REALTOR' Safety website, courtesy of Sonoma County Crime Crushers.
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If you must carry large sums of money—cash or checks—to the bank, use the
buddy system or arrange for a security service or police escort. Stay aware of your
surrounding throughout the trip. Be wary of any strangers lurking around the
building entrance or office parking lot.

AUTO SAFETY

Do you pick up hitchhikers? You probably wouldn’t consider it because of the risks
of allowing a stranger to ride with you in your car. Yet driving with strangers in

the car can be an everyday occurrence for real estate professionals who chauffeur
prospective buyers to property showings.

The best approach is to drive separately and ask the prospective buyer to follow you
from listing to listing. But if you must take one car, avoid riding in a stranger’s car.
Make sure you are the driver.

Even when you are driving on your own, a few safety precautions help safeguard
your car and your personal well-being. The first step you can take is to keep your
car in tip-top operating condition with a regular auto service and inspection
schedule, including tire rotation. But even the most conscientious maintenance
regimen can't avoid the occasional breakdown. Keep roadside breakdown
essentials in the trunk, including flares, a tire-inflation canister, basic hand tools,
spare belts and hoses, water, a flashlight, and a first-aid kit. You don’t have to be an
auto mechanic, but you should know how to change a flat tire. Membership in an
auto service, like AAA, is a worthwhile investment. Visible company identification,
like an ID badge or card, and the company logo marked on your car facilitate
identification if you need to ask for assistance.

Dress for the weather. If your car breaks down or you need to escape a dangerous
situation on foot, you could find yourself exposed to harsh weather conditions for
an extended period of time. In the winter, bring a coat and keep a blanket in the
trunk of your car along with some spare warm clothes, bottles of water, and snacks.
A flashlight and batteries are a good idea too.

Know where you are going and the exact address. When driving in an unfamiliar
area, make mental notes of landmarks and intersections.

If youre driving at night and a vehicle with blue lights approaches, exercise caution.
Call 911 to identify the vehicle, turn on your flashers to acknowledge that you

see the police car, and keep moving until youre in a well-lit area. A legitimate law
enforcement officer will understand your caution.

Avoid aggressive drivers and situations that may provoke a road-rage incident
such as tailgating, flashing your lights, or honking your horn. If you encounter an
angry driver, avoid eye contact, move over, and let the driver pass you. If you are
concerned for your safety, call 911.
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NOT WHILE DRIVING

Almost all states (48 plus D.C.) ban texting while driving. No state bans talking
on a phone while driving but some (14 states plus D.C.) ban talking on a
handheld phone while driving. Research by the Virginia Tech Transportation
Institute found that five seconds is the average time your eyes are off the road
while texting. When traveling at 55 mph, that’s enough time to cover the length
of a football field—blindfolded.

Source: “New VTTI study resul ts continue to highlight the dangers of distracted driving, Virginia
Tech Transportation Institute (VTTI), www.vtti.vt.edu.

PARKING LOT SAFETY

| 2

Be wary of a van or large vehicle with tinted windows parked next to your car.
You can ask a security guard, or look for a nearby couple, to walk with you to
your car. You could say something like, “That van wasn’t there when I parked.
Would you mind making sure I get into my car safely?”

Have your key ready to open the car door. Never stand next to your car
searching through your purse. Robbers, carjackers, and sexual predators all
watch for this type of distraction.

If you have an unlocking button or keyless entry system, make sure you
unlock only the driver door. Unlocking all doors allows a predator to slide
into the car from the passenger side.

Glance in the back seat and make sure that no one is hiding there. Make
sure that your dome light is always functioning properly so you can see the
backseat after dark.

Once in your car, lock all the doors immediately and get moving. Don't sit in
your car talking on your phone, adjusting the music, or looking through your
purse or briefcase. If you need to take notes or make a call, drive to another
location and pull over.

Leave only your car keys with parking attendants and repair garages. Keep
your house and office keys on a separate key ring from your car keys.
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THE CRIME EQUATION

MOTIVE + OPPORTUNITY = CRIME

Law enforcement officers will tell you that crimes happen when motive and
opportunity combine. Take away part of the equation, motive or opportunity, and
the likelihood of a crime diminishes.

In the previous chapter, we looked at many steps you can take to remove
opportunity from the equation. Certainly, the visible presence of police in the
community does a lot to reduce the opportunity for crimes to happen. But police
cannot control the other element of the equation: the motives, intentions, or
behavior of criminals.

Unlike you, criminals lack moral and ethical brakes on their conscience or
behavior. For most crimes, the motive—quick money, access to drugs, sexual
gratification—is the goal and the victim is secondary. Furthermore, most criminals,
while they may be devious, usually have average or mediocre intelligence. You have
the intelligence and the instincts to outwit them almost every time, but you must
hone your safety sense to do it.

SHARPEN YOUR SAFETY SENSE

All of us have a built-in safety sense, our survival instinct. Whether we call it
intuition, instinct, a gut feeling, a hunch, suspicion, or extrasensory perception,
our survival instinct is hardwired into our psyches. Learning to listen to your own
intuition sharpens your innate safety sense.
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What does instinct feel like? Instinctual feelings don’t always come with goose
bumps, a pounding heart, or an ominous soundtrack. Sometimes it can be the most
commonplace of feelings.

» Nagging feeling »  Doubt

» Wonder—What if? > Hesitation

> Anxiety > Suspicion

> Hunches > Apprehension

> Gut feeling > Fear

> Curiosity > Dark humor—a way to

communicate concern without
looking foolish

Faster than rational thinking, instinct is our subconscious trying to get

the attention of our conscious mind and urge it to take action. To our own
disadvantage, we tend to respect others’ instincts, but often discount our own. Our
rational mind, pragmatic and analytical, talks us out of taking any action by saying,
“I'm just imagining things.” It cautions us not to let “irrational” feelings get in the
way of doing business.

But you will sharpen your safety sense if you think of your instincts not as an
obstacle to rational thought, but as signposts pointing you in the right direction so
your logical mind can make good decisions. In short, listen with your instinct and
act with your head.

7 Gavin DeBecker, The Gift of Fear—Survival Signals That Protect Us From Violence, Little, Brown & Company,
Boston, 1997.
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PRACTITIONER PERSPECTIVE: SITUATIONAL AWARENESS

CHRIS GARRETT, SFR’, SRS
Century 21 United Realty
Murfreesboro, Tennessee
www.movetomurfreesboro.com
chris.garrett@c21.com

LAW ENFORCEMENT BACKGROUND

I've been a reserve deputy with the county sheriff since 2011, and I ride 10 to 20
hours per month as a volunteer back-up officer. I get the same training as police
officers.

SITUATIONAL AWARENESS

I use my law enforcement knowledge to stay safe in my real estate practice. I use
situational awareness, always being aware of my surroundings and how people are
behaving. I notice clenched jaws and fists, sweating, a pumping carotid artery, and
someone looking around for witnesses as visual cues that someone is fixing to do
harm.

ANYONE CAN GET INTO A DANGEROUS SITUATION
I was getting ready to leave for vacation and I got a last-minute call on a listing. He
said, “I live in the area. I really want to see the house. I'll meet you there.” I went.

Because he was poorly dressed and had a crummy car, he didn’t look like hed
qualify for a $300,000 house. I also noticed his waistline: on one side he had a phone
and on the other side was the bulge of a gun. I had a weird vibe, I didn’t know

what his motive was and my family was sitting outside in the car because we were
leaving for our trip. So I was on high alert.

Inever heard from the prospect again. The lesson is anyone—even someone like
me with training and whos 6’2" —can get into dangerous situations.

FOUR SAFETY BASICS:

I. Have standard safety procedures in place at the office and don’t bypass them.
2. Meet prospects at the office first.
3. Don’t meet strangers at empty houses, even if youre desperate for a check.

4. Screen prospects. Get some basic information like a driver’s license, and
prequalify clients. People who want to harm you don’t want to reveal that
much information about themselves.
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FLIGHT OR FIGHT?

Sometimes, despite all of your precautions, you may find yourself in a potentially
dangerous situation. It isn't pleasant to think about the possibility, but it is
important to think through strategies for handling the situation.

Whether you choose to escape a situation or fight back depends on a combination
of factors like your physical capability, proximity of the attacker, presence of a
weapon, and your knowledge of self-defense. You don’t have to be a victim, but you
don’t need to be Rambo either.

THE STRONGEST DEFENSE IS A PLAN OF WHAT YOU WILL DO TO AVOID HIGH-
RISK SITUATIONS AND WHAT YOU WILL DO IF YOU FIND YOURSELF IN DANGER.’

FIRST CHOICE-ESCAPE THE SITUATION

The best approach to any threat is simply to leave. If your safety sense perceives a
threat, act decisively and escape unharmed. You don’t have to apologize for your
behavior or announce your intention. Running away from danger and calling for
help is as courageous as fighting back and you don't need any special training to do
it. The ability to escape a situation may, however, be impacted by several factors.

CAN YOU MAKE AN ESCAPE?

»  FITNESS LEVEL AND STAMINA
How far can you run without stopping? Your ability to escape a situation
may depend on your fitness level and physical capabilities. Age, weight, and
mobility can affect the ability to move quickly away from harm.

> CLOTHING
High heels and close-fitting clothing can impede quick movement. Before
showing a property, change to low-heeled shoes you can run in. The
alternative may be to run bare foot.

> TERRAIN AND OBSTACLES
Whether preparing to sit an open house or show a property, you should scout
out all of the exits and obstacles that could block an escape. Fences, walls,
and swimming pools are obvious obstacles. Challenging terrain—rocks, steep
hillsides, cliffs, and ravines—can block escape routes too.

> ANYPLACE TO RUN TO?
In an urban setting or busy suburban neighborhood, a person running down
the street bare foot and screaming is bound to attract attention. But what if
the location is isolated? Running to your car, parked for a quick getaway, may
be the best course of action. Lock the car doors and leave immediately. When
you reach a place of safety, notify police and your office.

8 Amanda Ripley, The Unthinkable, Who Survives When Disaster Strikes—and Why, Three Rivers Press, Random
House, New York, 2009, www.crownpublishing.com.
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CAN YOU DIFFUSE THE SITUATION?

Appearing to go along with an attacker may buy some time to let your rational
mind assess the situation and decide a course of action. It may be possible to create
a distraction and then try to escape.

On the other hand, an attempt to talk an attacker out of harming you may trigger
the emotions that justify, in the predator’s mind, an attack. Remember, criminals
and especially predators lack moral and ethical constraints on their behavior.

SHOULD YOU TRY TO DEFEND YOURSELF?

Defending yourself depends on both your physical strength and knowledge of self-
defense. Fighting back should be a conscious decision when escaping the situation
is not an option.

But before we discuss self-defense measures, let’s take a look at common physical,
emotional, and instinctual reactions in threatening situations. When survival
instincts kick in, these automatic responses impact our ability to respond to
threatening situations.

HOW WE RESPOND TO THREATS AND ATTACKS: THREE PHASES

DENIAL AND DELAY
THIS CAN'T BE HAPPENING TO ME!

> Initial shock
> Realizing something is wrong, but unsure of the threat

» Disbelief

DELIBERATION

WHAT SHOULD | DO?
> Calculating the risks
» Do nothing and wait?
> Frantic thoughts
>

Flight or fight?

DECISION
OKAY. HERE GOES!

>  Coming to terms with our bad luck
> Reaching a decisive moment

> Deciding what to do and taking action
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In a dangerous or threatening situation, we quickly and unconsciously cycle back
through the phases of denial, deliberation, and decision as we react to threats and
dangers. Too often, we hunker down in denial and delay taking any action.

PHYSICAL RESPONSES

> Stress hormones, cortisol and adrenaline, surge and give muscles a boost but
overwhelm the system and cloud thinking.

» Heart rate jumps to 115-150 bpm which speeds reactions, but at more than
150 bpm reactions and capabilities deteriorate quickly.

» Dissociation slows and numbs perceptions.

»  Shutting down—a type of paralysis—is a common reaction to the flood of
stress hormones.

> At the critical moment, many shut down—negative panic—and do nothing.

WHAT CAN WE D0?

CONFIDENCE

Confidence in our ability to respond and take action in a threatening situation
calms the physical effects of fear responses. Calming the physical fear reactions
gains time to assess the situation and overcome the urge to shut down. Knowing
how we are likely to react unconsciously, we can consciously move through the
mental phases. Instead of lingering in denial, we buy time for rational thinking and
decisive action.

PREPARATION

We gain confidence by sharpening our safety sense, implementing safety systems,
and planning how we will respond. The best way to perform in extremely stressful
situations is to rehearse your response; rehearsals, like fire drills, build muscle
memory. Everything you do to plan and prepare for action under stress helps you
calm the fear responses and take action to escape and signal for help or defend
yourself.

SHOULD YOU TAKE A SELF-DEFENSE CLASS?

SELF-DEFENSE TRAINING OFFERS TWO IMPORTANT BENEFITS:

» Rehearsing simulated confrontations develops muscle memory of actions to
take when threatened.

> Learning to recognize and evaluate threats fosters safety intelligence.
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A worthwhile self-defense class is not just about developing muscle, although
improving your fitness level may be a side benefit. Effective self-defense training
empowers by bolstering confidence in your ability to handle a threatening
situation, choose an appropriate response, and defend yourself when necessary.
Remember that confidence calms the fear responses that scramble our thoughts
and gains time to choose a course of action.

CHOOSING A SELF-DEFENSE CLASS

>

ASK FOR SUGGESTIONS
Ask family, friends, and colleagues for suggestions. Health clubs, martial arts
studios, YMCAs, and community colleges often offer classes.

OBSERVE A CLASS

Watch a class in progress before you sign up. Observe how the instructor
conducts the class and interacts with participants. Make sure the
atmosphere of the class is conducive to learning and every student has the
opportunity to participate.

ASK ABOUT THE TRAINING GOALS

You should look for comprehensive training that teaches how to assess
threats and choose the best course of action. Comprehensive programs offer
a variety of defense options and techniques, and emphasize evaluation of
threats before taking action. Toning up your muscles may be a side benefit,
but effective training emphasizes brain over brawn.

MATCH YOUR FITNESS LEVEL

Observation of a class in action helps you choose the best training for your
fitness level. You will have a better learning experience if your fellow students
have similar levels of physical fitness and mobility.

CHOOSE GROUP INSTRUCTION

Group instruction offers advantages over one-on-one training. In a group
setting you can gauge your progress in comparison to classmates. In
addition, you gain experience practicing with and observing the variety of
body types and skill levels of the other students

CHECK FOR SAFETY PRECAUTIONS

Look for a controlled environment and the use of padded safety equipment.
Self-defense training typically requires some physical exertion, but it
shouldn’t put you at risk for injury. Avoid training that subscribes to the “no
pain, no gain” approach.

NO-PRESSURE ENVIRONMENT

Encouraging students to participate and stretch beyond their comfort zones
is normal practice. But students should not be pressured or bullied into
participating in activities they are hesitant to do. The individual’s right to
make decisions about participation must be respected.
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COMPANY-SPONSORED SELF-DEFENSE TRAINING

» Any programs offered must accommodate individuals with disabilities or
special needs.

» Training programs should be offered to everyone, regardless of gender.
Both men and women are vulnerable in the field.

» Make sure that outside safety trainers are properly qualified and insured.

> Before hiring a safety trainer, ask your attorney to review the engagement
contract.

» If the training will involve physical activities or weapons training, ask
participants to sign a waiver.

»  Work with your attorney on all of these steps.

Adapted from “Window to the Law, Implementing Office Safety Measures Legal Considerations,”
Jessica Edgerton, Associate Counsel, National Association of REALTORS". Go to www.nar.realtor/
videos/window-to-the-law-implementing-office-safety-measures-legal-considerations.

SHOULD YOU ARM YOURSELF?

States regulate the ownership and use of firearms. Every state allows concealed
carry of firearms in public. However, state laws on ownership, licensing,
transporting weapons, and other aspects vary widely. For example, some states
require a permit for concealed carry but others do not. When transporting
weapons in a vehicle, some states, depending on the type of license, require the
weapons to be unloaded or visible from outside the vehicle. States also regulate
weapon-free zones such as schools, government offices, and gun-free workplaces,
including storage of guns in cars in workplace parking lots.

A PERSONAL CHOICE

Ultimately, the decision to carry a weapon—a firearm or defensive spray—is a very
personal choice. If you opt for carrying a weapon, you must comply with all state
and local laws for ownership, registration, licensing, storage, and transportation
in vehicles. In addition to compliance with state laws, you have a responsibility to
your family and colleagues to follow best practices for firearm safety, especially
around children.

LEARN TO USE A WEAPON FOR SELF-DEFENSE

If you choose to carry a weapon, you should learn how to use it for self-defense.

A weapon becomes a liability if an attacker can take it away and turn it on you.
Look for training that prepares you to use the weapon in a self-defense situation.
Shooting holes in a paper target at a firing range will teach you how to load and
fire a gun, but won't simulate the experience of using it for self-defense. Even if you
are used to guns for hunting, using a handgun for personal protection is a very
different experience.
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Realize that there are other options for self-defense, such as defensive sprays.
Check out your state’s regulation on use of defensive sprays. Some states regulate
the types and amounts of sprays, authorized sellers, and permit requirements.

SHOULD YOU HAVE AN OFFICE POLICY ON WEAPONS?

Before implementing workplace rules on weapons, offering weapons training, or
even discussing the use of weapons with agents and employees, a company should
work with an attorney to develop an office policy. An office weapons policy should
cover items such as:

State laws regarding concealed carry
Licensing and registration requirements

Storage of weapons in or near office premises

vV vV v VY

Transportation of weapons in vehicles

Companies cannot require their agents or employees to carry a weapon. If a
company decides to keep firearms off the office premises, a “weapons-free” notice
should be posted at the entrance.

THINGS TO KNOW ABOUT YOUR STATE'S WEAPONS LAWS

Concealed or open carry:

Registration and licensing:

Types of firearms and ammunition allowed:

Authorized sellers:

Transporting a firearm in a vehicle:

Gun ownership training;

Gun-free zones and workplaces:

Defensive sprays regulations:
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911 RESCUE ME!

If you find yourself in a threatening situation and call 911, what do you expect to
happen? Most would say, “The police will get here and arrest the person who is
threatening me.” In order to respond to your call, police need to know where you
are. If you place a 911 call from a landline, most emergency response systems can
identify the location. But mobile and wireless phones are not associated with any
location, which means that you must tell the emergency operator your location.
Even if you are equipped with GPS capability, the local emergency system may or
may not be able to determine your exact location. Furthermore, most 911 centers
cannot receive texts, photos, or videos.

LEARN LAW ENFORCEMENT CAPABILITIES

It’s important for you and your colleagues to know the capabilities of local law
enforcement organizations. The police department in your town or county likely
has a community outreach program that can help you learn about emergency
capabilities. What do you need to know?

Where do 911 calls go?

How quickly can police respond to an emergency call?

If you use a mobile phone to call 911, can the emergency system locate you?
Can the emergency system locate you using GPS?

If your call to 911 is disconnected, can the emergency operator call you back?

vV v v v v v

Can police provide extra patrols during open-house events or around vacant
properties?

\4

What is the phone number for reporting non-emergencies?

»  What kinds of calls should go to the non-emergency number?
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WHAT T0 DO: ACTIVE SHOOTER SITUATION

Although the odds of being involved in an active shooter situation are less than
being struck lightning, these violent incidents are a tragic reality of American life.
FBI statistics show that most mass shootings take place in commercial locations—
workplaces and open spaces.” An active shooter situation is unpredictable,
develops quickly, and may be over before law enforcement arrives on the scene.
Seldom random or spontaneous, these crimes are premeditated and planned to
settle grievances, and the shooter usually has some connection to the place: a
disgruntled employee, customer, spouse or partner of an employee. In an active
shooter situation, you have three options: run, hide, or fight. Whichever option you
choose, commit to take action.

Be familiar with how to exit the premises

Respond as you would for a fire and get out NOW

Urge others to evacuate but don’t delay if they won't agree to follow
Leave your belongings behind

Take shelter behind a solid barrier or vehicles

=
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Call 911 when you reach a place of safety—describe the shooter, location,
and weapons

v

Warn others from entering the premises

v

Do not pull a fire alarm—it creates confusion and could send people into
hallways where they would be a target. Instead, yell “gun” or “shooter”

HIDE

> If you cannot get out safely, find a secure hiding place—a room or closet—
out of the shooter’s sight and stay close to the floor

> Try to take shelter in a location with sturdy walls—most office partitions
are drywall

» Lock the door or barricade it with furniture, close the blinds, and turn off
the lights

b Stay very quiet and silence all electronic devices and make sure they
won't vibrate

> Try to communicate silently with law enforcement by texting or social
media to tag your location, or put a sign in the window

> Wait for the all-clear from law enforcement
9 Making Prevention a Reality: Identifying, Assessing, and Managing the Threat of Targeted Attacks, Behavioral

Analysis Unit, National Center for the Analysis of Violent Crime, Federal Bureau of Investigation, 2016, www.fbi.gov/
file-repository/making-prevention-a-reality.pdf/view.

10 Adapted from Active Shooter How To Respond, Department of Homeland Security, www.dhs.gov/sites/default/
files/publications/active-shooter-how-to-respond-2017-508.pdf
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FIGHT: THE ABSOLUTE LAST RESORT

>

>

>

If you cannot run or hide, as an absolute last resort, you may decide to fight

Be prepared to act aggressively and cause severe or lethal injury to the
shooter—you are fighting for your life

Enlist others to ambush the shooter with makeshift weapons like chairs, fire
extinguishers, scissors, or books

Throw items and improvise weapons to distract and disarm the shooter

UNDERSTAND THE ROLE OF LAW ENFORCEMENT

>

>

>

Law enforcement’s first task is ending the incident and they may have to pass
up injured

Officers may be armed with rifles, shotguns, and handguns and may use
pepper spray or tear gas to control the situation

Officers will shout commands and may push individuals to the ground for
their safety

Follow law enforcement instructions and evacuate in the direction they come
from unless otherwise instructed

Keep your hands visible and empty with fingers spread

Don't yell, scream, or point

HELP OTHERS

>

>

>

>

Take care of yourself first and then help the wounded before first responders
arrive

If the injured are in immediate danger, try to help get them to safety
Provide first aid, if you have been trained to do so

Turn wounded on their side and keep them warm

TRAINING RESOURCES

DEPARTMENT OF HOMELAND SECURITY: ACTIVE SHOOTER PREPAREDNESS
www.dhs.gov/cisa/active-shooter-preparedness.

FBl: RESPONDING TO AN ACTIVE SHOOTER SITUATION
www.fbi.gov/about/partnerships/office-of-partner-engagement/active-shooter-

resources/responding-to-an-active-shooter-crisis-situation.
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You may double lock the doors of your office and home and install a surveillance
system. But the most vulnerable point in your security system may be sitting on
your desk or resting in your hand—your computer, tablet, or smartphone.

Sometimes it seems that as soon as a new technology debuts, hackers find ways

to break in and exploit it. Hackers may want only to brag about exposing the
vulnerabilities of new technology, but too often their motives involve stolen
identities, credit card numbers, bank deposits, and fraud. We can reduce the crime
opportunities for hackers and online scammers through a combination of security
technology, conscientious data handling, and some common sense habits. In this
chapter, we'll look at some of the common deceptions and entry points cyber
thieves, predators, and scammers exploit and actions we can take to outsmart
them. We'll begin by looking at the most common and oldest app, email.

EMAIL SECURITY

It’s such a common part of our day that we seldom stop to think about the security
of email. The truth is that email was never designed to be particularly secure. All the
ways we send, receive, share, store, and use email messages makes fully securing
email a very difficult problem. Well publicized career-ending email hacks of major
companies are a stark reminder that email is not a secure communication channel.
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HOW MANY EMAILS DO YOU RECEIVE EVERY DAY?

A recent research study found that the average worker receives about 122
emails a day which totals more than 30,000 emails a year."” A company with

50 employees receives about 1.5 million emails a year. If just 1 percent of those
emails contain a virus or a phishing link, that’s 15,000 malicious emails a year;
almost one a day for every employee. The most frequent pathway for a malware
attack is through email—92 percent of incursions.

Why is email so vulnerable? Every email that you send passes through the servers
of another company, like Outlook or Gmail, before it reaches the recipient. On that
trip from your computer or phone to the recipient, there are multiple opportunities
for messages to be intercepted and most email is sent and stored in unencrypted
plain text. Furthermore, you have little control over what happens to email after it’s
sent. Anyone who receives an email can save it or forward it to another recipient.

By far, the most serious email security threats and leaks originate from human
behavior. Although it’s disheartening to think that our own actions open the door
for email shenanigans, the good news is that any threat caused by human action
can be prevented by human action. Refer to the Resources section (page 80) for
some common email and mobile phone scams.

JUST ONE CLICK!

Can one click really cause so much damage? One click on a “phishy” website or a
reply to a fake email can expose the data for all of a company’s clients, customers,
and employees. Interconnections between people and devices—laptops, phones,
tablets, desktop computers—increase the risks exponentially. That one click

can open the door to legal liabilities and business-destroying scams, deceptions,
trickery, and malicious intrusions.

Malware (short for malicious software) refers to software designed and deployed

to steal data or harm operating systems or devices. It includes computer viruses,
worms, Trojan horses, spyware, and ransomware. These harmful programs can
steal, scramble, encrypt, or delete data, alter operating systems, render devices
useless, or spy on user activity. Malicious infections often rely on phishing scams to
trick users into clicking on email links that download and install the malware.

Computer viruses and phishing can pop up any day and true to the label, malware,
i.e. malicious software, wreak havoc with business operations. Major software
programs, like Windows and Adobe’, issue regular updates to combat known
hazards. But many, if not most, viruses and malware infect computers when users
click on links in fraudulent emails or fall for scams.

11 Email statistics Report, 2015 - 2019, The Radicati Group, Inc. Palo Alto, California, www.radicati.com/wp/wp-con-
tent/uploads/2015/02/Email-Statistics-Report-2015-2019-Executive-Summary.pdf.

12 2019 Data Breach Investigations Report, Verizon, https://enterprise.verizon.com/resources/reports/dbir.

13 Adapted from Data Privacy: Protecting Your Clients and Your Business, National Association of REALTORS", 2018,
Center for REALTOR® Development, https://www.onlinelearning.realtor/a/home.
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PHISHING, SPEARPHISHING, WHALEPHISHING"

Phishing involves phony websites and emails that trick readers into revealing
information. A typical phishing email may ask a recipient to supply a bank account
number in order to verify it. Credible companies never request private information
this way. A phishing attack deceives the victim into doing one of two actions:
revealing confidential information or downloading self-installing malware. Phishing
scams show up as spoofed websites or phony emails, texts (smishing), or tweets
with links or attachments. There is even a variation for phones known as vishing,.

>

14 Ibid.

SPEAR PHISHING

Involves targeting a specific victim, such as an accountant or personnel
employee. The scammer, posing as a manager or senior executive, sends a
personalized, urgent email to the targeted victim requesting confidential
information. Names, titles, and contact information of company executives
can be easily gleaned from company “who we are” web pages.

WHALE PHISHING
Is similar to spear fishing,. It targets “big-fish” victims in upper levels of a
company.

ANGLER PHISHING

Targets social media users, particularly Twitter, and starts with complaints or
comments to company customer service departments. Scammers, posing as
customer service reps, intercept the communication and redirect the victim
to a fake customer service website. Thinking the exchange is with a legitimate
customer service department, the victim is tricked into revealing personal
information.

TYPO SQUATTERS

Rely on mistyped URLs or titles of websites. A common misspelling--off by a
letter or two—takes the victim to a spoofed website that looks just like the
intended one.

49



Safety Matters: Safe Business = Smart Business

BUSINESS ENTERPRISE COMPROMISE”

A business enterprise compromise (BEC) combines phishing with wire transfer
fraud. When real estate transactions are involved, the financial consequences can be
devastating for clients and companies. BEC scammers start by researching company
executives and staff. They gather information on reporting lines as well as exact
names and job titles so that specific staff members can be targeted. The usual targets
are senior staff in finance or accounting departments or a trusted service provider.

The scam starts with an urgent email impersonating the real estate professional or
some other person involved in the transaction. The target could easily be the buyer
in a real estate transaction with the fraudulent email sent over a broker’s signature.
The email could also impersonate a contractor completing a build, an attorney, or
an escrow agent. The email appears legitimate and instructs the recipient to quickly
wire funds to the scammer’s account in order to secure the transaction. The email
may carry the “sent from my phone” tag line which is meant to heighten the sense
of urgency as well as excuse misspellings, grammatical mistakes, and lack of a
company email signature.

When the victim initiates the requested wire transfer, the funds are lost. In most
cases, by the time the fraud is discovered, the scammers have withdrawn the wired
funds and closed the account.

15 Ibid.

50



Module 4: Wild Wild Web

PRACTITIONER PERSPECTIVE: KEEPING DATA SAFE

CORINNE FITZGERALD, CRS, CIPS, GRI, PMN
Fitzgerald Real Estate

Greenfield, Massachusetts
www.Fitzgerald-realestate.com
Corinnne@REALTOR.com

TALK TO CLIENTS ABOUT DATA SECURITY

It’s important to discuss with clients exactly what to expect during a transaction.
We tell them that we'll never send emails asking them to wire funds. They know
that we'll call first to discuss money transfers and explain how they should be done.

EMAIL FRAUD CAN HAPPEN TO YOU

We were the listing agents for a house and someone broke into the buyer agent’s
email and told the buyer to wire funds to an account. The buyer agent’s email
wasn't from an agency account, but from a public email like Yahoo or Gmail. But to
the buyer, the email looked legitimate.

The buyer wired—and lost—money.

KEEPING CLIENT DATA SAFE

Use a company email address with its own server, firewall, and other protections.
Ilike Dropbox. It's a way to share documents about transactions with clients

and there’s nothing—account numbers or financial information—included that
is compromising. The documents are behind a firewall and the site is password
protected.

A REFERRAL NETWORK IS A SAFETY NETWORK

When you start building a network of repeat clients and referrals, it has an effect
on safety. Because most of my business comes from repeat clients and referrals,
I worry less about safety because the people aren’t strangers. That’s just another
reason why building a referral network is important.
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USE YOUR TECH SMARTS

Some basic tech smarts—common sense along with a healthy dose of skepticism—
offer a good first-line of defense.

» Don't click on any links or open any attachment in emails from an unknown
sender. Even friends and trusted colleagues can inadvertently forward
malicious links. If a text or tweet seems suspect, ask yourself if you would
click on this link if I received in on the business email?

> Be suspicious of e-cards sent “from a friend” or that contain a file with an .exe
suffix.

» If someone asks for confidential information, verify the requestor’s identity
and query independently. Don't use the address in the email.

> Watch for tipoffs in phishing emails such as misspellings, grammatical
mistakes, lack of usual signature lines, and misplaced logos. If you have a
personal relationship with the purported sender, did they address you by
your full name instead of just your first name?

» When looking at websites, particularly shopping online, look for https: in
the URL or the padlock symbol at the bottom of the screen. These notations
mean that the site is secured and uses encryption to safeguard exchanged
data.

> Develop secure passwords and use a password management program for
storage.

> Avoid unsecured networks—coffee shop, airports, etc.—when
communicating sensitive data. Subscribe to a virtual private network (VPN).
Or, just wait until you are at the office or home.

> Adjust the privacy settings on mobile devices—phones, laptops, and tablets.
Download apps for remote wiping.

16 Ibid.
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SMART PASSWORDS

The point of using an uncrackable password is to slow down hackers so they
abandon attempts to decipher it. Common words and sequences of numbers are so
easy to decipher that they offer no protection at all. In addition, the information you
post on social media or your website can make it easy for a hacker to simply guess a
password, like the names of your children, your birthday, a phone number, a favorite
hobby or sports time, or a pet’s name. Other types of passwords to avoid include
names, places, sequences of numbers, and any word that appears in the dictionary.

For example, look at these passwords and the estimated time to crack them:

» JluvU > 12345
1 second 1 second
» Iloveyou2 > qwerty
14 minutes 1 second
» Spongebob > welcome
52 seconds 1 second
» Iloveme » howryou
4 minutes 2 seconds
» Starbucks > Highfive
22 minutes 52 seconds

Passwords that mix random letters, numbers, symbols, and upper and lower case
letters slow hackers down. The problem is creating a complex combination that you
can remember. Following are some methods for creating hard-to-crack passwords.
You can test the strength of passwords at www.howsecureismypassword.net.

> RANDOM COMBINATIONS
Combine a random selection of letters with numbers and symbols

9r//ST==Mal47
Time to crack: 465 million years

> ACRONYMS
You can create an acronym from any sentence or sequence of words such as
the first line of a favorite book or poem or a sentence you will remember.

1 think that I shall never see/A poem lovely as a tree
Acronym: IttIsns/Aplaat
Time to crack: 655 million years

My 3 favorite ice cream flavors are pistachio vanilla and strawberry
Acronym: m3ficfRpv&s
Time to crack: 4 thousand years

17 Estimated time it would take a desktop PC to crack these password. www.howsecureismypassword.net.
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> PICTURE, ACTION, OBJECT (PAO)
Imagine a memorable character, place them in a vivid setting, and imagine
an action. Then create a password using the first two letters of the main
words. For example, Ben Franklin at the beach playing volleyball on the 4th of
Julyin 1776

Ben Franklin beach volleyball July 4, 1776
BeFrBeVo741776
Time to crack: 98 million years

Try creating some secure passwords using the methods described above. Test the
strength of the password at www.howsecureismypassword.net.

REMEMBERING PASSWORDS

A basic rule for secure passwords is creating a unique password for every device
and sign in. For most people, that would mean memorizing 40-50 different
passwords or more. Tucking a written list in a desk drawer or storing a document
on a phone or computer labeled “passwords” is not a secure solution. A better
option is a password management app, such as 1Password, Dashlane, KeePass,

and LastPass.”® Some of these apps offer basic service for free and charge a fee for
premium services. Password management apps store all of your passwords and you
need to remember only one master password to access it.

SOCIAL MEDIA SAFETY

The risk inherent in social media like Facebook, Twitter, and LinkedIn is the
creation of online relationships with people you really don’t know and perhaps
wouldn’t want to meet face-to-face. The casual nature of social media can easily
lead to oversharing. Some common sense habits about posting and sharing
information provide your first line of defense against misuse of social media.

> KEEP BUSINESS AND PERSONAL SEPARATE
The simplest action you can take is using separate social media accounts
for business and personal. Use privacy controls to keep personal accounts
restricted to family and known friends only, and don’t post personal
information on business accounts. You can build good client relationships
without divulging information about your children, spouse or partner, after-
work activities, family occasions, or vacation plans. The profile information
on social media or websites may offer just the information criminals need to
target the next victim.

> WATCH WHAT YOU SAY
On your business accounts, everyone doesn’t need to know where you are,
what properties you are showing, or your buyers’ reactions to properties.
In fact, revealing information about buyers’ actions and thoughts could
hurt their negotiating position when it’s time to make an offer. Describing
properties as vacant invites trouble.

18 Suggested apps are not endorsed by the National Association of REALTORS".
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> USE PRIVACY CONTROLS
Set privacy levels so your personal social media accounts are viewable only
by family and approved friends. For example, when you sign up for Twitter,
the default setting for tweets is public, which means anyone can follow you
and read your tweets. You can, however, restrict followers to those you have
approved; anyone who wants to follow you must send a request. Approved
followers can read your tweets, but they cannot retweet them. Switching
between public and private affects past tweets. If you switch from public to
private, public tweets will no longer be public, but if you switch from private
to public, any previously protected tweets are made public. Check privacy
settings from time to time to make sure nothing has changed.

> CONTROL FRIEND REQUESTS
You don’t have to accept every friend, follower, and connection request
that you receive. Before you click on the accept link, consider if you want
to establish a connection with the person. Don't be caught up in measuring
your popularity by the number of Twitter followers, Facebook friends, or
LinkedIn connections you have.

> DON'T REVEAL TOO MUCH INFORMATION IN PROFILES
Posting too much information in personal profiles can reveal enough
information, like the high school you attended or the name of your first pet,
for hackers to guess passwords and security question answers.

TWEETS ARE FOREVER

Did you know that the Library of Congress houses an enormous archive of
public tweets? Archivists believe that these ephemeral messages reveal a unique
picture of American culture. From 2006 through 2017, the Library of Congress
archived all public tweets. By 2013, the archive had grown to 170 billion Tweets
with half a billion new Tweets received every day. From January 1, 2018 onward,
the Library of Congress will collect selected thematic and event-based public
tweets as well as preserve the existing enormous archive. However, the Twitter
archive lacks a software solution for cataloguing and searching it. Consequently,
the Library of Congress denies almost all access to it.

GEOTAGGING-A HIDDEN RISK?

When you take a photo with your phone, post it on Facebook or other social

media, you reveal information about the location and date of the photo. Using GPS
technology, your phone and some cameras embed location information, called
metadata, with the photo. The metadata goes wherever you send or post the photo.
Geotagging becomes a security issue when it is used by criminals to follow your
movements. For example, if you routinely snap and post photos, the metadata can be
used to establish a pattern of your movements. Or, posting photos while you are on
vacation lets a thief know that you are out of town.

Geotagging is the default setting for many cameras and smartphones, which means
you must manually disable it. But be careful not to switch off the GPS location feature
of your phone completely. The built-in GPS locator is an important safety feature.
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IDENTITY THEFT

The goal of email, Internet, and mobile phone schemes and scams is often identity
theft. The first line of defense is simple vigilance and caution.

P> USE SECURE HTTPS CONNECTIONS

Unlike web sites, email is never secure and should not be used to send any
vital or confidential information. Connections like http: or ftp: are easily
hacked. Instead use encrypted connections such as https: and sftp: whenever

@ %

possible; the “s” stands for secure.

LOOK FOR THE PADLOCK ICON

When shopping or paying bills online, check out a website before entering
your credit card number or other personal information. Look for https
websites that have a closed padlock symbol at the bottom of the browser
window. These mean that information will be encrypted or scrambled,
protecting it from hackers.

CHECK BILLS AND STATEMENTS

Open your credit card bills and bank statements right away. Check for any
unauthorized charges or withdrawals and report them immediately. Call if
bills don’t arrive on time. It may mean that someone has changed contact
information to hide fraudulent charges.

THREE IMMEDIATE ACTIONS TO CLEAN UP IDENTITY THEFT
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PLACE A FRAUD ALERT
Call one of the three credit reporting companies to put a fraud alert on your
credit report.

» Equifax
1-888-836-6351

> Experian
1-888-397-3742

» TransUnion
800-680-7289

The company you call must inform the other two. An initial fraud alert can
make it harder for an identity thief to open more accounts in your name. The
alert lasts 90 days but you can renew it.

ORDER CREDIT REPORTS

Identity theft victims are entitled to a free credit report from each of the three
credit reporting companies. If you know which of your accounts have been
tampered with, contact the related businesses. Talk to someone in the fraud
department and follow up in writing. Send your letters by certified mail and
ask for a return receipt. That creates a record of your communications. As
you contact businesses to make corrections, ask for copies of any documents
the identity thief used to open a new account or make charges in your name.
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3. CREATE AN IDENTITY THEFT REPORT
An Identity Theft Report gives you some important rights that can help you
recover from the theft. To create one, file a complaint with the FTC and print
out your Identity Theft Affidavit. Use the Affidavit to file a police report and
create your Identity Theft Report. An Identity Theft Report will help you deal
with credit reporting companies, debt collectors, and businesses that gave
the identity thief credit or opened new accounts in your name.

For detailed information on what to do if your identity is stolen along with sample
letters and forms go to https://www.consumer.ftc.gov/ topics/identity-theft.

TRASH OR TREASURE?

Identity thieves don't need high-tech tools. Rifling through your trash can reveal
all they need to know. Before you throw away papers that contain personal
information, thoroughly shred them. Shred unwanted credit card applications,
“convenience checks” that come in the mail, credit card receipts and statements,
outdated financial records, and anything else containing personal information.
Just bought a new entertainment system or new computers for the office? A
bunch of empty boxes sitting on the curb alerts would-be thieves. Instead of
leaving boxes out in plain sight, cut them down and stuff them in trash bags or a
closed dumpster.

CHILD IDENTITY THEFT

Theft of children’s identity is one of the fastest growing areas of identity crime—
accounting for about five percent of identity theft.”” Identity thieves usually use
children’s IDs to create a synthetic identity blending real and fake information. Most
victims aren’t aware of the theft when it happens. The theft may not be discovered
until the child is old enough to apply for a driver’s license or a credit card.

Although some child ID thefts may not show up for a decade or more, others
produce some telltale signs that should alert parents. For example, unpaid balances
from collection agencies, credit card and loan offers addressed to your child. a
warning pop up when you e-file your taxes and list your child as a dependent, or an
IRS notice that your child owes taxes.

Children under the age of 15 shouldn't have a credit report. If they do, it may indicate
identity theft. If enabled by state law, parents can create a credit report for a child
and place a security freeze on it.”” When a child reaches age 15, parents should
consider requesting credit reports for the child from each of the big three credit
rating agencies. If there are any issues, that will allow time to clear up problems
before the child applies for a driver’s license, a job, credit card, or student loan.

19 2018 Child Identity Fraud Study, Javelin Strategy, https://www.javelinstrategy.com/ coverage-area/2018-child-iden-
tity-fraud-study.

20 The National Conference of State Legislators reports that 29 states currently allow parents or guardians to place

a security freeze on minor’s credit reports. http://www.ncsl.org/research/financial-services-and-commerce/consum-
er-report-security-freeze-state-statutes.
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INTERACTIVE TOYS AND BABY MONITORS

The new generation of Internet-connected toys open a gateway for hackers with
very bad intentions to interact with and influence children. Like any web-connected
device, the toys use WiFi or Bluetooth to interact and communicate which makes
them open to hacking. The FBI, concerned over potential privacy issues involved
with interactive toys, issued a warning for consumers. The FBI recommends that
parents closely monitor children’s activity with the toys, ensure it is turned off,
particularly those with microphones and cameras, when not in use, and use strong
and unique log-in passwords when creating user accounts. Use of the toys should
only in be in environments with trusted and secured WiFi Internet access.

Any device connected through WiFi, including baby monitors and nanny cams, can
be hacked. It’s even possible to hack into the speakers which enables the hacker

to talk to children and caretakers. When setting up any internet-enabled camera,
create a unique username and password. Also, turning off the camera when not in
use makes it a less likely target.

FIVE BEST PRACTICES FOR PROTECTING CLIENT DATA

Think about all of the personal data you collect from clients and customers. They
expect that the information entrusted to you will be kept safe and confidential. If
client information is stolen from your business and misused, the result can be a
public relations nightmare.

Following are five best practices that any real estate professional or company can
use to handle client data responsibly.

I. TAKE STOCK

> Identify types and sources of information you collect about clients and
customers

> Identify all the ways information is transmitted

» Determine how and where information is stored: locked in a file cabinet,
stored on a password-protected network in encrypted files, in the cloud

» Determine who has access to the information

2. SCALE DOWN
» Consider whether or not you need to collect the information

> Stop collecting what you really don’t need

21 Adapted from NAR Data Security and Privacy Toolkit, www.nar.realtor/data-privacy-security/nars-data-securi-
ty-and-privacy-toolkit.
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TWO RULES OF THUMB FOR SCALING DOWN

#1: If there is no legitimate business need for the personally identifying
information, don't collect it. If there is a legitimate business need, keep the
information only as long as it’s necessary. Once that business need is over,
dispose of it properly.

#2: Develop and adhere to a document retention policy for information that
must be kept for business reasons or to comply with the law. Identify what
information must be kept and plan how to secure it, how long to keep it, and how
to dispose of it securely when you no longer need it.

3. LOCKIT

>

Determine what kind of physical security is used to protect personal
information—paper and electronic—from unauthorized access

Institute security measures to protect electronic personal information
stored on devices and networks

Institute measures to prevent unauthorized access

Use encryption, password protection, or firewalls to protect personal
information

Assign responsibility for detecting and alerting others of a security breach

Inform employees, independent contractors, and service providers of
their responsibilities for protecting your business’s information.

1. PITCHIT

>

Determine and evaluate current policies and procedures for document
disposal or retention

If needed, draft a policy that includes time limits for retention of specific
types of documents and assigns responsibilities for disposal to specific
individuals

Ask an attorney to review the document retention policy

Distribute the policy to employees and independent contractors and
monitor compliance

Review and update the policy periodically
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5. PLAN AHEAD
> Learn state laws on notifying consumers of a security breach

» Develop a written policy and procedures for what to do in case of a
breach

» Draft a sample breach notification
> Ask an attorney to review the notification

> Assign responsibility for notifying consumers

DOWNLOAD A FREE DATA SECURITY TOOLKIT

For more information on data security best practices, download the free NAR Data
Privacy and Security Toolkit at www.nar.realtor/data-privacy-security/nars-data-
security-and-privacy-toolkit.
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Our Company Safety System

Throughout this course, we have learned about risks and what we can do to stay
safe on the job. With this knowledge, think how devastated you would feel if, after
learning about on-the-job safety, one of your colleagues was harmed as a result of
a situation that could have been avoided. On the other hand, think how fortunate
you would feel if your safety precautions prevented harm. The last portion of the
course looks at what you can do, individually or as a company, to develop and
implement safety best practices.

ASSESSING OUR SAFETY BEST PRACTICES

How does your company compare to other real estate companies? At the beginning
of this course we learned that less than half of respondents are associated with real
estate companies that have safety procedures. Of all survey respondents, 47 percent
said they were with companies that did not have safety procedures and 27 percent
said they didn’t know if their companies had safety procedures. Which group are
you in?

If your company lacks safety systems, it’s time to start developing the safety best
practices you will follow.

ON YOUR OWN

There are precautions you can take as an individual without waiting for your
company to develop best practices. For example, you can start parking your car at
the curb, wearing flat-heeled shoes, walking behind buyers as you show property,
letting others know where you are going, downloading safety apps for your phone,
or participating in a self-defense course.
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AS A COMPANY

Other best practices must be adopted and followed by everyone in the company
because inconsistency could be seen as discriminatory. For example, if you tell a
prospect that it is company policy to ask for and photocopy IDs, then you must
make this request of every new prospect. Company policies that must be applied
consistently include:

» Collecting and storing client data
» Meeting new prospects in the office prior to showing property

Any safety best practices adopted as company policy must comply with state
regulations and should be reviewed by legal counsel.

EVERYONE OR NO ONE?

The best safety policies and precautions are ineffective if applied inconsistently

by company agents and staff. Everyone in the company must commit to following
safety best practices. You may feel that following safety best practices is an
individual choice that doesn't affect others. But your actions could put others at
risk. If you ignore precautions and take risks, you make it difficult for others in your
company to apply safety best practices. Furthermore, if you don’t follow company
policies, your actions could be construed as discriminatory regardless of intent. In
other words, no one is safe unless everyone is safe.

ARE WE TAKING RISKS?

Even if your company has safety procedures or best practices, a good place to
start enhancing a safety program is by finding out what agents and employees do
day-to-day. You can use the checklists in this manual to take stock. As you work
through the checklists, note if you take the precautionary step on your own and as
a company best practice.

» Smartphone Safety Checklist (page 12)
> Agent’s Property-Showing Safety Checklist (page 17)
» Open-House and Model-Home Safety Checklist (page 25)

» Listing Appointment Safety Checklist (page 28)

OUR BEST PRACTICES

After taking stock, the next step is to decide, as an individual and as a company,
what best practices to adopt. The good news is that you do not have to start from
scratch. Starting on the next page, you will safety resources—all free—that you can
put to use today.

Your on-the job safety is a top priority for the National Association of REALTORS".
Go to www.nar.realtor/safety/safety-resources-for-nar-members to tap into all the
resources you'll need to develop your own best practices.
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REALTORS® SAFETY NETWORK

Receive national safety alerts via social media at www.nar.realtor/safety/realtor-
safety-network.

Through the REALTOR® Safety Network, NAR will deploy REALTOR® Safety Alerts
via social media when a physical or cyberthreat to REALTORS® warrants national
attention. For example:

> There is a widespread threat of some type affecting REALTORS".

> A REALTOR’ or the immediate family member of a REALTOR® is missing and
there is an open police investigation and the family seeks NAR’s assistance in
publicizing the incident.

> NAR learns that the association name or the names of its programs are being
used fraudulently through a phishing scheme to attempt to collect money
or information from REALTORS® or others. For incidents that don’t meet the
criteria for a national alert, the REALTOR® Safety Team will ensure the local
association is informed.

Report an incident at www.nar.realtor/safety/realtor-safety-alert-submission-form.
A response team will evaluate the submission to confirm it meets the criteria for a
REALTOR® Safety Alert.

Alerts are issued via Facebook, NARdotRealtor Twitter, and other main social
channels, as well as to Communications Directors and AEs through their closed
Facebook groups.

29 FREE SAFETY WEBINARS

View these webinars at www.nar.realtor/safety/safety-webinars

A Day in the Life: Habits to Keep You Safe on the Job
Are You and Your Data an Easy Target?

Discover REALTOR’ Safety Through Technology and Change Management

vV vV v VY

Don't Get in the Pen With the Bull - and Other Safety Tips for Rural Land
Professionals

Every Agent’s Five-Step Plan for Open Houses
First Meetings—How to Lay the Groundwork for Safety

Get Smart About Smart Homes and Your Safety

vV vV v VY

Holiday Season Safety Tips
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» How to Detect and Redirect Unwanted Attention From Past, Present, or
Potential Clients

> Identity Theft: Protecting You and Your Clients

» Incorporating Safety Into Your Business

» Learning to Remove Dangers and Work Safely at REOs and Foreclosures
» Online Thievery: What to Do If You Experience a Data Breach

» Open House and Listing Appointment Safety

» Personal Safety Is All About You

» Professional, Profitable and Protected

» REALTOR’ Safety from a Law Enforcement Perspective

» REALTOR’ Safety: Everyday Actions That May Compromise Safety
» Safe Selling in the Most Dangerous Season

» Safety at Open Houses

» Safety: Do This Now

» Safety Tips to Share With Sellers

» Social Media and Cyber Safety

> Stay Safe by Building Better Business Relationships

» Top 10 Ways to Keep You and Your Clients Safe at Open House

SAFETY VIDEOS

Videos on the following topics are available at www.nar.realtor/safety/safety-videos.

> SAFETY AT THE OFFICE
https://www.nar.realtor/videos/realtor-safety-at-the-office

> SAFETY WITH CLIENTS
https://www.nar.realtor/videos/realtor-safety-with-clients

> IMPLEMENTING OFFICE SAFETY MEASURES: LEGAL CONSIDERATIONS
https://www.nar.realtor/window-to-the-law/window-to-the-law-
implementing-office-safety-measures-legal-considerations

> SOCIAL MEDIA AND CYBER SAFETY STRATEGIES
https://www.nar.realtor/videos/social-media-and-cyber-safety-strategies

> A list of additional videos is also available within the Resources section of
this manual.
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EVERY DAY IS SAFETY AWARENESS DAY

Now that you know more about the risks that real estate professionals face on-
the-job and precautions you can take, what can you do to make every day safety
awareness day?

> TALK ABOUT SAFETY
One of the most effective methods of spreading safety awareness is word of
mouth. Talk with your colleagues and peers. Make safety a regular feature of
company meetings. New licensees in particular may not be aware of the risks
they will encounter. Even seasoned real estate professionals may take their
personal safety for granted. Remind your colleagues that safe business is smart
business and that risky behavior puts the entire real estate community at risk.

» SHARE WHAT YOU HAVE LEARNED
There are many resources in this course manual, including checklists and
information sources, that you can share with colleagues. Share links to videos,
webinars, product suggestions, and other resources you find on your own.

> HELP YOUR COLLEAGUES STAY SAFE
When a colleague asks for your help as a buddy for a property showing, an
open-house event, or an emergency contact, be willing to help.

12 SAFETY TIPS TO SHARE

For a quick review of property-showing safety precautions, go to YouTube and
watch Staying Safe While Meeting Strangers, produced by REALTOR® Magazine.
Share the link with colleagues who didn't attend the course.

https://www.youtube.com/watch?v=c31S9PBEx1I&feature=youtu.be
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EXERCISE: WHAT WOULD YOU SAY?

How would you respond to these comments from other real estate professionals?

ALL OF THESE SAFETY MEASURES GET IN THE WAY OF FORMING A
RELATIONSHIP WITH A CLIENT.

THIS IS A SAFE COMMUNITY, NOTHING EVER HAPPENS HERE.

IF IDON’T RESPOND FAST TO SHOW A PROPERTY, THE BUSINESS WILL GO
TO SOMEONE ELSE.

IDON’T WANT TO TREAT PROSPECTS LIKE SUSPECTS.

I’'M 6’2” AND USED TO BE A LINEBACKER, NO ONE IS GOING TO MESS
WITH ME.
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EXCERCISE: WHAT WILL YOU DO?

WHAT SAFETY BEST PRACTICES WILL YOU ADOPT AS A RESULT OF THIS
COURSE?
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A TO Z SAFETY REVIEW

A

Apps make your smartphone a safety
phone

B

Buddy system is the best approach
whenever you feel uneasy about a
situation

C

CITO, Come into the office is the
best policy for initial meetings with
prospective buyers

D

Defense—a good safety plan is the best
defense

E

Escape routes—look for at least two at
open-house events

F

Flat-heeled shoes you can run in are the
best choice for property showings

[ _JeXoX Xe)
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G

Gut feelings—learn to respect your
instincts and those of others

H

Hands free—keep one hand free during
showings and use a hands-free phone
while driving

ID form—every prospect should be
required to complete a prospect ID form

J

Jot down on a business card the time
you arrive at an open house, leave it in a
kitchen cabinet

K

Keys, ID, business items, phone—the
essentials to carry with you during
property showings

L

Learn a property before showing it
especially vacant properties and model
homes
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M

Market edge—discussing seller safety
during listing presentations may win
you the listing

N

Never go into cellars, attics, or confined
spaces or turn your back on a prospect

0

Office policies should provide
safeguards for agents, like requiring
completion of ID forms

P

Park your car at the curb where you
cannot be blocked in

Q

Quickly leave a property if you
encounter a squatter or criminal
activity

R

Run away if you are threatened or
attacked; scream to attract attention

S

Set up distress codes, call--and call-
back schedules

T
Ten-second rule—POWDER—do
this safety scan when you arrive at a
destination

U

Unlock deadbolts during open-house
events

v

Valuables should be secured or removed
for property showings and virtual tour
videos
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W

Whereabouts while working—your
office, family, or a friend should know
where you are

X

X-out from prospect lists anyone who
makes you feel uneasy

Y

You—your first line of defense

Z

Zero—the number of times you should
make exceptions to your safety rules



Resources

WEBSITES

»

NATIONAL ASSOCIATION OF REALTORS® REALTOR® SAFETY
www.nar.realtor/safety/safety-resources-for-nar-members

FEDERAL TRADE COMMISSION, CONSUMER INFORMATION, EMAIL SCAMS
www.consumer.ftc.gov/features/scam-alerts

HOW SECURE IS MY PASSWORD
www.howsecureismypassword.net

IDENTITY THEFT REPAIR
www.consumer.ftc.gov/topics/privacy-identity-online-security

NAR DATA SECURITY AND PRIVACY TOOLKIT
www.nar.realtor/data-privacy-security/nars-data-security-and-privacy-
toolkit

THE REAL ESTATE SAFETY COUNCIL
Washington Association of REALTORS'
www.warealtor.org/safety

VIRGINIA TECH TRANSPORTATION INSTITUTE (VTTI)
www.vtti.vt.edu

VIDEOS
FROM NAR

https://www.nar.realtor/safety/safety-videos

>

CYBERSCAMS AND THE REAL ESTATE PROFESSIONAL
https://www.nar.realtor/law-and-ethics/slides-for-window-to-the-law-
cyberscams-and-the-real-estate-professional

IMPLEMENTING OFFICE SAFETY MEASURES: LEGAL CONSIDERATIONS
https://www.nar.realtor/videos/window-to-the-law-implementing-office-
safety-measures-legal-considerations

PERSONAL SAFETY TIPS FOR REAL ESTATE PROFESSIONALS
https://www.nar.realtor/videos/personal-safety-tips-for-real-estate-

professionals

REAL ESTATE, SAFETY, AND YOU
https://www.nar.realtor/videos/real-estate-safety-and-you

REALTOR® SAFETY
https://www.nar.realtor/videos/video-realtor-safety
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REALTOR® SAFETY AT HOME
https://www.nar.realtor/videos/realtor-safety-at-home

REALTOR® SAFETY AT THE OFFICE
https://www.nar.realtor/videos/realtor-safety-at-the-office

REALTOR® SAFETY WITH CLIENTS
https://www.nar.realtor/videos/realtor-safety-with-clients

SOCIAL MEDIA AND CYBER SAFETY STRATEGIES
https://www.nar.realtor/videos/social-media-and-cyber-safety-strategies

STAYING SAFE WHILE MEETING STRANGERS
https://www.nar.realtor/videos/staying-safe-while-meeting-strangers

REALTOR® SAFETY 2015
https://www.youtube.com/watch?v=n5qKg0sqJEA

FROM STATE REALTOR® ASSOCIATIONS

72

> ARKANSAS ASSOCIATION OF REALTORS®

= A.R.A. Fight or Flight
https://voutu.be/r5L7mFKW1lk

= Auto Safety
https://youtu.be/HjNrnbZxitl

= Marketing and Social Media Safety
https://youtu.be/N 19cojqgVDQ

P> CALIFORNIA ASSOCIATION OF REALTORS®

= C.A.R. REALTOR’ Safety
http://videos.car.org/safety/




Resources

SAFE OPEN-HOUSE EVENTS

Despite the risks for both the seller and the agent, open-house events are still a
popular way to showcase a home and make contact with other prospective buyers.
More than half of all home buyers (53 percent) visit open houses during their
home search.”” Real estate instructor Linda O’Connor offers these suggestions for
conducting a safe open house:

MAKE A PLAN

| 2

vV vV v Vv VY

How will you know who attended the open house?

How will you ensure that anyone who enters the home actually leaves?
Will you ask visitors for identification?

Where will you park?

How will you verify the security of the property before and after the event?

Do you have an emergency plan and a backup plan in case something goes
wrong?

OPEN HOUSE OPTIONS

| 2

RESERVATIONS REQUIRED

When advertising the event, state that reservations are required and provide
a call-in number or online RSVP. Ask anyone who shows up without a
reservation to complete a customer identification form and provide ID.

SUNDAY BRUNCH FOR THE NEIGHBORS

Invite the neighbors to a special “neighbors-only” open house. Offer a
continental breakfast or brunch buffet. Ask them to help you and the sellers
find the next owner who will be their new neighbor.

CLIENT APPRECIATION

Invite your top 25 clients to a client appreciation open house and ask

them to bring a friend along. Offer a wine and cheese or dessert buffet. You
will showcase the home to past clients, who can help you sell the home,
reinforce your commitment to top-notch client service, and demonstrate
your continuing success as a real estate professional who can get results. The
memorable event will keep you top-of-mind with past clients and build your
referral network.

Source: Reprinted with permission of Linda O’Connor, ABR®, CRS, GRI, LUX Realty North Shore,
Beverly Farms, Massachusetts.

22 2018 Profile of Home Buyers and Sellers, National Association of REALTORS’, www.nar.realtor/research-and-statis-

tics.
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HOME SAFETY CHECKUP

| 2

Outside doors should be metal or solid, 134 hardwood and secured with
sturdy locks.

Keep doors and windows locked, even if youre at home, and teach children
this habit, too.

Always lock your home’s doors when you go out, even if away for only a
few minutes.

Secure a sliding glass patio door with a lock as well as a metal security bar,
available at most hardware stores or put a wooden dowel or broomstick in
the door track.

Make sure ground-floor windows are equipped with sturdy locks.
Make sure porches and other entrances are well lit.

Install motion-sensing lights for outdoor lights especially in the back and
side yards.

Trim back bushes or trees that hide doors or windows.

Lock up ladders, tools, toys, and recreational equipment inside when not
in use.

Don’t hand out keys to friends, even if they are trustworthy.

Limit the number of people who have house keys and keep track of the
location of all keys.

Don't use hide-a-keys or leave the key under the doormat, above the door, in
a flower pot, or anywhere outside the house.

Keep your car keys and house keys on different rings. Leave only your car
keys with parking attendants and at repair garages.

Keep a written inventory of furniture, jewelry, electronics, and valuable
collectibles. If possible, keep the inventory in a safe deposit box, fireproof safe,
or other secure place. Take pictures or a video, and keep purchase information.

Lock up firearms and weapons.

Keep serial numbers, if available, to help law enforcement track recovered
items.
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>

>

Your house number should be displayed clearly so police and emergency
vehicles can find your home quickly.

Upon returning home, if you see a cut screen, broken window, or open door,
don’t go in. Call the police from a neighbor’s house or your car.

If nighttime noises alert you to a possible break-in or intruder, quietly call
the police and wait calmly until they arrive. Leave if you can. Otherwise, lock
yourself in the room and pretend to be asleep.

APARTMENT SAFETY
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>

Ask the building manager to change the lock when you move in. If permitted,
install a deadbolt lock.

Keep the door to your apartment locked at all times, even if you are at home.

Use the peephole before opening the door and don’t open the door for
strangers. Ask for identification from package delivery services, even if
they’re in uniform.

All of the building’s public areas should be well lit: entryway, hallways,
stairwells, parking lot, and laundry room.

Get to know your neighbors, and watch for suspicious people on the premises.



Resources

EMAIL AND INTERNET SCAMS

“NIGERIAN" EMAIL SCAM

So-called “Nigerian” email scams present a picture that sounds too good to be

true, but people still fall for it. Senders usually claim to be a business person or the
spouse of a former government official in Nigeria or some other country. They state,
in very polite and compelling language, that their money is tied up temporarily

and offer, in return for payment of the fees or taxes, to transfer a huge sum to the
recipient’s bank account for short-term safekeeping. The scammer then steals the
money and sometimes the identity of the recipient.

“NATIONAL DO NOT EMAIL REGISTRY" SCAM

If you have submitted your email address to a “National Do Not Email Registry”
in hopes of reducing the number of spam emails, you are the victim of a high-
tech scam that tricks consumers into disclosing their email address or personal
information. There is no such national registry. The scammers collect valid email
addresses and sell them to spammers or identity thieves.

MAIL ORDER SCAM

An email informs you that your order has been received and processed and your
credit card will be billed for charges ranging from $250 to $899, but you haven't
ordered anything. The email advises consumers that if they have questions about
the order or want to speak to a representative they should call a given telephone
number. Callers find themwselves connected to an adult entertainment service and
later charged for an expensive international phone call

FTC-PENDING CONSUMER COMPLAINT

The email warns that a complaint against you has been filed with the FTC. It asks
you to click on a link or attachment for more information or to contact the FTC.
Clicking on the link installs malware that steals your personal information, sends
spam, or hacks into business networks.

URL OR TRADEMARK EXPIRATION SCAM

An email states that your company web address or trademark is about to expire
if you don’t pay a renewal fee immediately. The fraudster counts on you being too
busy to investigate and quickly paying what amounts to a fake invoice.

YOUR COMPUTER IS INFECTED ALERT

A scary email informs you that your computer is in imminent danger. The typical
message line blares “Your computer has been infected with a virus” or “Trojan
found” These messages instruct you to download a protection service, but when you
click on the link malware infects the computer and sets you up for information theft.

23 Federal Trade Commission, Consumer Information, www.ftc.gov/search/site/email scams.

77



Safety Matters: Safe Business = Smart Business

FAKE FUNERAL NOTICE

A bogus email with the subject line “funeral notification” appears to be from a
legitimate funeral home and invites you to click on a link to offer condolences
and receive more information about the upcoming services. Clicking on the link
downloads malware to your computer.

MOBILE PHONE SCAMS

THE ONE-RING RIP-OFF

Scammers use auto-dialers to make repeated calls and disconnect after one

ring. The criminals are counting on the call recipient to be curious and call back.
The call-back number is to an area code in the Caribbean or other places that
have per minute phone charges. The caller is put on hold or transferred to other
“departments” which racks up the charges until a scammer gets on the line and
starts a fraudulent pitch. Or the call may be connected to an adult-entertainment
line with premium per-minute charges. Areas codes that are a tip-off include 268,
284, 473, 664, 649, 767, 809, 829, 849 and 876.

CALL SPOOFING

Scammers fake or “spoof” phone numbers from neighbors, businesses, or even

the caller’s own phone as a way around call blocking. When the person answers, a
recorded message may say that the call is from the phone company, a bank, or the
IRS. The message says that the person may be a victim of fraud and instructs them
to input the last four digits of their Social Security number in order to confirm their
identity.

BANK ACCOUNT SUSPENDED

A message purporting to be from you bank states that your account has been
suspended and directs you to call an 800-number to remove the block and to have
your account number, PIN, and other details handy. When you call the number, the
scammer asks for account information to “unlock” your account. In reality, your
identity is in the process of being stolen.

PORTING OR PORT-OUT SCAM

A scammer pairs your name and mobile phone number with hacked personal
information. The scammer then contacts your mobile provider and, posing as
you, states that your phone was lost and asks that the number be “ported” with
a different provider and device. Once ported to a new device, a scammer can
start accessing accounts that require an authorization to be sent to your phone
for security purposes. Unexpected switching to “emergency calls only” is a sign
that a number may have been ported. Prevent porting by setting up a port-out
authorization such as a PIN or a security question.
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